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Abstract - In this paper, we propose a confidential logging and
auditing service for distributed information systems. We propose
a cluster-based TTP (trusted third party) architecture for the
event log auditing services, so that no single TTP node can have
the full knowledge of the logs, and thus no single node can
misuse the log information without being detected. On the basis
of ardaxed form of secure distributed computing paragidms, one
can implement confidential auditing service so that the auditor
can retrieve certain aggregated system information eg., the
number of transactions, the total volume, the event traces, etc.,
without having to access the full log data. Similar to the peer
relationship of routersto provide global network routing services,
the mutually supported, mutually monitored cluster TTP
architecture allows independent sysems to collaborate in
network-wide auditing without compromising their private
information.

Key words - Auditing, commutative cryptography, secure
distributed computing, cluster, anonymity, authenticity

1. INTRODUCTION

Many auditing services have been developed for the
policy compliance, the operational procedures, and the
service quality, etc. [1]. The auditor uses random
samples to detect fraudulence, erors, or real time
intrusion detection [2]-[5]. Auditing requirements for
electronic commerce systems are suggested in [6]. In
[7], the notion of secret counting is proposed to audit
system statistics, such as utilization ratio of services
and search performance, without unveiling the privacy
of the library patrons. In [8], a“confidential auditing
control” approach is discussed, where timestamp and
multiparty private computations are addressed without
discussing details of auditing functions.

Distributed logging and auditing (DLA) has not
been widely adopted because unveiling system logs
could lead to business loss or litigation. To make the
DLA useful for such applications as distributed
services provided by multiple independent sources,
wide area intrusion detection, etc., the system must
guarantee the privacy of the system owners.

DLA requires participants to perform collaborative
computation without unvelling local information,
whenever possible. To prevent an unsupervised TTP
from manipulating the system, we design query
processing shcemes that require TTP nodes work
together, using the multiparty private computation, to
perform any useful auditing functions. The notion of
multiparty private computation that has been
extensively studied in the literature n different
participants p; with secret x collectively compute

! Correspondence author.

y = f(X,,...,X,) such that every participant gets the
result y while keeping x private [9]. For example,
the millionaire protocol [10] allows two parties to
determine who is richer without revealing their actual
wealth. A bitwise AND and NOT protocol using
oblivious transfer is proposed in [11]. An XOR and
AND protocol based on the secure blobs is proposed in
[12]. A protocal for linear operators (+,*) to simulate
arbitrary logical circuits is proposed in [13]. Similar
protocols are proposed in [14][16]. As of this writing,
the most efficient protocol based on secure broadcast
channel model is proposed in [17]. The most efficient
protocol, based on non-broadcast secure channel
model, for perfect security is proposed in [18]. These
protocols are cost prohibitive for practical use.

In this paper, we propose a TTP cluster architecture
to provide confidential logging and auditing of global
events without unveiling details of individual systems.
In our scheme, no single node on the TTP cluster owns
the full set of log records, and thus it prevents a single
node from misusing the log information. An auditor
can inquire about aggregated log information, e.g.,
transactions volumes, etc., without accessing all raw
data sets, i.e., confidential auditing service.

2. SYSTEM MODEL

Figure 1 depicts a typical intrusion detection system
(IDS) [2]-[5], where the operational information
system (U) submits the logging data to a log repository
(L), and then the auditor (P) accesses L to generate
auditing reports. P analyzes audit events to look for
positive or negative proof of “interesting events,” such
asintrusion or fraudulence.

(1) Logging Q
Auditing Log
Repository (L)
. (2) Query
Isnjsggl(% based on the
auditing criteria

(3) Audit result generation

Auditor (P)

Figure 1. Centralized auditing model .

To expand the centralized auditing mode for
distributed information systems, our goal is to create a
distributed, confidential logging and auditing network
that is difficult for asingle auditor to manipulate, forge
or leak the log information. To illustrate our system
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concept, we use logging and auditing of transaction
activities across multiple systems, where one can use
DLA services to verify common system information
such as the order of events, non-repudiation of
transactions, the correlation of distributed events, and
detection of multiple host intrusion or anomaly.

The architecture of the distributed DLA system is
depicted in Figure 2, where the application subsystem
consists of mtransaction nodes U = {u, ..., Uy} and n
independent DLA nodes P = {ps, ... , pn}. The
proposed system supports three major functions: the
secure log distribution, the distributed audit query and
the secure distributed computing of the aggregated
audit results. The confidential logging-auditing
services run on the DLA cluster, which is expected to
runonly DLA functions.
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Figure2. A distributed system architecture for online confidential auditing.

In transaction T, u; splits the st of its local log
records Li(T) into n;. fragments:

Li(T) ={Lis(T),.... Lin (T}

The log fragments are distributed to n; chosen
DLA nodes for storage. Obvioudly, one will have to
design the DLA cluster so that it can obtain complete
log from the m. nodes involved in the transacion.

Without loss of generality, we assumethat n; = n and

m; = m in the subsequent discussions.

After the log is distributed to DLA nodes, the DLA
cluster has the global log GL = {L(T): Ui, T}, but a
DLA node can only support auditing inquiries that are
related to its local log attributes. Typically, auditing
activities are designed to verify conformance of system
activities to certain rules. An auditing query Q is sent
to the DLA cluster based on the transaction
specification R(T). In general, Q can be divided into
predicates that are connected by logic operators [l
(AND), LJ(OR) and— (NQOT). Q can be normalized to

t atomic subqueries: Q = Q, [--- 11SQ, , as depicted
in Figure 3. Each subquery is then processed by DLA
nodes that has relevant local auditing attibutes.
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Figure 3. Distributed confidential auditing query processing.

Multiple DLA nodes that collaborate to generate the
aggregated audting result should not leak local
inforamtion. To achieve this goal, we propose using a
redaxed form of multiparty private computing for
distributed query processing. To illustrate the key
concepts of DLA, we take a typical database
transaction example to construct its confidential
auditing services. We will show that one can perform
confidential audting by using commutative encryption,
secure set intersection, secure set union, secure sum,
max, min, and secure comparison. Other operators can
be constructed in a similar fashion.

3. SECURE LOG DISTRIBUTION

Event logs, while in many different formats, usually
carry such information as transaction time, event type,
involved parties, and other relavent information to
characterize the event. Without loss of generality, |t
T = {R(T), L(T)} denote a sequence of transaction
events executed by nodes in U, where R(T) and L(T)
respectively denote the transaction specification, and
log records of transaction events with respective to T.
R(T) consists of a number of Boolean equations that
governs the rules for log distribution and (distributed)
confidential audit query, etc. L(T) ={L,(T):1<i<m}
is comprised of the local log records of nodes in U.
L, (T) ={log,  (T):1<k<w} includes w pieces of
log records, where w; is the number of atomic events
logged by u; . Each log record log, ,(T) contains
values of attributes A={a,,a,,...,a,} that specify
event details, where his the total number of attributes
defined in the specification, @ the globa log
sequence number (glsn), a, the transaction sequence
number (tsn), a,_, either the well known attributes such

as the transaction time, user ID, salary, etc., or the
undefined attributes, denoted by C,,C,,..., etc. We

assume that tsn is unique to each log record within the



same transaction. And glsn is uniquely assigned by the
DLA cluster for each log record within the global 1og
GL ={L(T):OT} ={L,(T):0OT,i}

which isavirtual view of the complete log information
of the whole system, as depcited in TABLE 1. In this
example, GL could be the system log being monitored
by an intrusion detection system (IDS).

Let us assume that R(T) specifies that p; supports

logging and auditing of attributes B, such that

D

Intransaction T, U, fragments itslog records Li(T) into
n pieces L(T) ={L{,(T),...,L{,(T)} such that each
log record log;, (T) O L/ (T) that is denoted as
log; . ; (T) contains values of attributes A, , where
(AnB,)OA OB, 2
An example that depicts the rdationships
between A | A, B; and different log fragments is

shown in TABLE 1 — TABLE 4. Note that the log
values of A \(An B)=A\ A do not contribute the

GL, as denoted by italic face in the tables. They are
null data generated by u; to bewilder p, from

interpreting semantics of GL. Details on how to define
the confidential audit process will be explained in next
section shortly.

Secure log distribution refers to submission and

logging of log;, ; (T)from u, to p,, Oi, j,k, without

compromising the secracy and integrity of log records.
(1) and (2) ensure that log fragments in p, cannot infer

ADDB, , ad B, ={glsn,tsr}
j=1 j=1

any information about events in U without
communicating with other nodes in P . With a
suitable authentication scheme for the log access
between u, and p U only knows certain rows in GL

(TABLE 1), while p; only knows certain columns, and
no single node has the full knowledge of GL. The
aggregated audit outcomes about GL computed by the
multiparty private computation protocol are shared by
DLA nodes. We assume that the communication
protocol is sufficiently transparent so that the
probability of undetected collusion between nodesin P
isnegligible.

TABLE 1
AN EXAMPLE OF THE GLOBAL EVENT
‘ A={ glsn| tsn| time |uid| action| vol,| vol| vol, eval | eval,| C, | C, | eval{ eval,
Li(){ 78 |26 201835 ul | send |10 | 18 | 11 | gd | bad | g nil | ont [ g [} 109:(T)
GL[ ff?j;“ 79 267 200086 1 | recv [ 15| 5 | 2 | oml| ad ol ol pd | e [} 1094, (T)
LZ(T){ 80 | 200 202316] w2 | send [ 29| 12| 3 [ od | il | od|rml] ped | od [} 109, (T)
ff?}f 811297200506 12| recv | 23| 7 | 9 | ool vl | el il ol [} 100,,(T)

TABLE 2
EVENT LOG FRAGMENT IN Py
A = glsn uidvol, eval, eval)
’ Bl={ glsn| uid|vol,| eval,| evaly | size
%,lcr{ 78 | ul]10 | ed | bed log,,(T)
O U 79 w15 | ool | gd log;,, (T)
L;J(T){ 80 (w29 od | nil | [Hogy,(T)
from '
u, Uf 81{ w223 ] | nml 10g},,(T)
TABLES3

EVENT LOG FRAGMENTIN P,

A= glsn tsn time Vol eval, evals evald

’ B, ={ glsn|type| tsn| time | vol;|eval,|evals| evalg

|_f;f2(T){ 78 265/201835|18 | nmd | nml | gd [} logy,,(T)
8? 79 267/202036] 5 | bad| gd | nml [} log;,.(T)

L;z(r){ 80 290[202316| 12 | & | bad| gd }Iog;m(T)
om
u, | st 207)200506] 7 | & | nml| nml |} oq; ,,(T)

TABLE 4
EVENT LOG FRAGMENT IN P,

glsn action ptel vol; C, C, C4

glsn| action
'—is(T>{ 7
79 | recy

Lé.s(T){ 80

81 | recv

ptel [vols| C; | C, | C,
send | fp |11 | gd | gd | nil } 10g;;5(T)
udp |24 | gd nml } l0g,,5(T)

mmd | ed | nml }|09'21,3(T)
femp| 9 | gd | gd | nml } 109, ,5(T)

send | fcp | 3

4. DISTRIBUTED AUDIT QUERY

Confidential auditing allows any node to initiate an
auditing query on GL with the auditing criterion Q. Q
can be composed of nested or non-nested auditing
predicates using logical operators [1 (AND), LI (OR),
and = (NOT). The first step of the distributed query
processing is to normalize Q to a conjunctive normal
form (CNF) as follows:

Q=(Q U ... (.

Each SQ, represents an atomic audit predicate which
can be expressed in the format of a,_, 6(a, |c)

where a, and &, are the audit trail attributes derived
from the partial logs stored at different locations, ¢ a
constant. @ is one of arithmetic comparison operators
<, >, 5, #, <, > o set operatorsU] U U, O, L, O, etc.
<a, >and<a, >are optional sdection statements on

a,and a, , respectively, similar to the “where”, “group
by”, “order by” statements in SQL. DLA nodes that
support <a, > and <a, >compute the related sets of
glsn, and then return them to DLA nodes that support
a, ,a, for evaluations of a 6(a, |c). When all SQ;are
processed, the final query result of Q is computed by a

series of conjunctions of SQ; and return to nodes that
are authorized to receive the results.



To prevent any DLA node from getting the whole
raw log data, a,_, .6(a, |C).,, . Needs to be evaluated
by multiple DLA nodes, i.e., global auditing predicate

using secret computing operations. These secret
computing operations discussed in this paper include

set intersection ( (1), set union (U, ), equality
comparisons (=), etc. For statistics primitives, we
only consider secret computation of Sum (Z),Max(.),

and Min(.). To reduce the computing overhead, we
modify the original form of secret computing into a
rdaxed form of multiparty private computing for
processing of global auditing predicates.

Now we discuss how to design the confidential
auditing criterion Q for the example givenin TABLE 110
TABLE 4. Recall that GL is the global log of a
network based IDS, which is our application system U.
The objective of Q is to examine (i) balance of the
inbound and outbound traffic volumes, AND (ii)
validity of sender-receiver pairs, AND (iii) the
“adequacy” of security levels at different application
components.

In the auditing process, we do not want to unveil the
traffic volume and the security levels of individual
nodes. Symbols “gd, nml, bad, nil” are used to denote
that the security level is “good, normal, poor, unrated”.
The system under consideration is “good enough” if: (i)
at least one “gd” for each pair {eval ,eval .}, {C,,C,}

and {eval,,eval,} , OR (ii) al entries are not worse

than “nmi” and at least one “gd” in all above attributes.
The CNF of Q can be expressed as SQ 0SQ, 0SQ,,

&1 :{Uid}<action=send> = {Uid}<action=recv>

3 3
$2 :.gls (ZVOIi )<acti0n:send> :.gls(ZVOIi )<acti0n:recv>

Q. ({eval, eval} N, {C,.C.} N, {eval evaly} O{"gd"})
O({eval, eval,} U, {C,,C,} U, {eval,,eval,} ={"gd","nm"})

When a DLA node p, receives 5Q, and sQ,, which

contain the selection statement < action=send >, it looks
up TABLE 4 and returns the set of glsn{78, 80}

to p,and p,. Similarly, p,returns {79, 81} for the
selection statement < action=recv>. Based on {78, 80}
and {79, 81}, p,evaluates 3Q,= 1, because both sides
of the equality are{ul,u2}.

Consider the left hand side of sQ,, p, computes
locally svol, = (10+29) = 39 using TABLE 2 and
smilarly, zvol,= (18+12) = 30 by p, using TABLE 3,
Svol,= (11 + 3) = 14 by p,using TABLE 4. However,

the computation of %S(ZVOL) =39 +30+14 =283
i=1

requires the collaborations among p,, p, and p,,
using s, and sQ,. One can prevent any node from

getting the complete log data using secure distributed
computing to be explained in the next section,

5. SECURE DISTRIBUTED COMPUTING

Confidential auditing relies on secret computing of
log information without unveiling the intermediate
results to DLA nodes. An important foundation of the
multiparty  private computing is commutative
encryption, by which a message encrypted by n
parties, can be decrypted using the n matched keys,
regardless of their operational sequence. The “XOR”
Boolean logic with individual keys is a commutative
cipher because “XOR” is a commutative operation.
We will discuss other commutative operations shortly.
A commutative cryptography system gives us the
freedom to route a encrypted message in a group for
secret information processing in any order, e.g., secure
computation the size of a set intersection [20]. This
way, a DLA node can process a sub-query only if it
has the proper key, and no intermediate results can be
unveiled without proper key(s).

In a more formal expression, an encryption
algorithm E is commutative in the message domain X
if given ¢ encryption keys k,...,k, , the following
equations hold:

E. (E.,(.-E,(¥0..)=E (E,(..E,(X..)
Pr(E, (E,(..E, (x)..))=E (E,(..E, (X)..)) <&
for any permutations (ij,...i,) and (j,,...j,) ,

Ox, %, % OX, x #X%,, £€<1/2" for any integer N.

The Pohlig-Hellman scheme [21] is a commutative
encryption system that has a similar construct as the
RSA. Here, let g be a large prime number for which
(g-1) has alarge prime factor. Choose an encryption
key e, such that e, is a rédative prime to (q-1) .
Calculate d, such that (da)(e)=1 mod (q-1) . The
cipher text of a message x is y=x%*modq, which
can be decrypted by x=y* modq. Let (g,,d,) denote
another key pair. Consecutive encryptions of x by e,
and & result in (x%)® =x®®) =(x*)* modq .
Given a commutative cryptographic paradigm, such as
the one in [21], our next step is to develop secure and
secret query processing operators in order to evaluate
the auditing predicates.

Existing solutions on multiparty private computation
[9]-[18] are too costly for practical implementation
even though they support zero information disclosure,
which means that no information related to x would be
unveiled, and every participant gets only the final
result y [22].

Without comprosing confidentiality of raw log data,
we propose a rdaxed form of multiparty computation
to reduce the computing cost. A set of n DLA nodes is
said to peform a relaxed multiparty private
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computation y= f(X,,...,X,) when selected

observers receive y while x; can only beobserved by p;.
The cost of multiparty private computation can be
further reduced if a TTP coordinates the (secret)
computation, where the TTP can only derive the final
results without knowing the plaintext of any x;. Traffic
patterns of x could be disclosed in the computing
process.

5.1 Secure Set I ntersection (/)

For secure set intersection, each DLA node pj has a
key pair (g, d) and a local set X, which represents a
local subset of a transaction log records. We securely
compute Y = X, N,...N, X, as follows. Each DLA

node encrypts its set dements with its own key and
passes it to another DLA node. When it receives a set
of encrypted set elements from others, it encrypts and
relays them and to the next node. This encryption and
relay process terminates when every private set is
encrypted by all parties and received by every DLA
node.

Let Py denote the set of nodes that are authorized to
receive Y, the result of a secure set intersection. After
the local sets X; ... X, are exchanged between DLA
nodes, they can be sent to Py to make the final
determination on the set intersection. Using
commutative encryption, elements in the n encrypted
sets have the identical value if and only if ther
plaintext values are also the same. Py can determine
the plaintext of the intersection set only if it has access
to theraw log data.

Figure 4 illustrates an example of the secure set
intersection on three nodes p;, p, and ps on the first
rows of TABLE 2 - TABLE 4, With their private sets
X, ={gd,bad} , X,={nml,gd} and X, ={gd,nil}
respectively. According to the first part of gq, in
section 4, our goal is to compute X, N X, N, X, O
{"gd"} without unveiling other private information
from one another. Let E (x) denote the nested

encryption steps E, (E, (x)) using keys ki and k;. Each

directional link represents an encryption of the
message after it is received from the sender to the
receiver. The circled number over each link represents
the original source of the message.

As one can see that after two hops of message
exchange and local encryption, the system has three
copies of the encrypted messages, where the only
common eement for the three sets is the “gd”,
encrypted in different orders, satisfying the first part
of 5Q,. The three nodes can decode the plaintext “gad”

by using their matched decoding keys. It is a matter of
choice to decide which node(s) would receive the three
fully encrypted sets, and how to decode them to
retrieve the plaintext value of “gd”.

(Ex (M), Ea(g0)} {Ei(gd"a(bad’}

Py

{E(gd), E(nil)}
{ Bz (9d), s (i)}
. {Ea(gd), Ex(bad)}
{Es(gd), E5(nil)} ﬁ {E,(nml), E,(gd)}
) {Ezi(9d), Eg: (bad)} [
{Eg(nml), By, (gd)}

Eqi(gd) = B, (9d) = E;15(gd)

Figure 4. Secure set intersection.

5.2 Secure Set Union (U,)

For secure set union [20], n nodes securely compute
Y=X, U, U, X, without revealing the owner(s) of
each item at the final output. The basic computing
procedure is similar to that of the secure st
intersection. Each node encrypts its own local set and
relays them from one another. The process stops when
every local set is encrypted by all nodes. Depending on
the service requirements, one or more nodes in Py have
the complete collection of encrypted elements of local
sets. By keeping only one copy of any redundant
entries in these el ements, one can recover the plaintext
from the union set by sending each encrypted element
to every node for decoding. Using the last rows of
TABLE 1 - TABLE 4 as an example, X U ---U, X, =

{"gd","nml"}, which satisfies the second part of s,
in section 4.

5.3 Secure Sum ()
For secure sum[7], v is collectively computed from
n secret values x,,...,x, , Without leaking any

individual secret x, , where y=Y" x
i=1

Let

q>>x; >0 be a large prime and a,,...,a,0Z; are

publicly predetermined by p,...,p, . Each p,

constructs a (k,n) secret sharing polynomial
k-1

f.(2) :Z szZ(modq) , Where f,0)="1,=x and
£=0

f, no0rZ,- Then p;submits 5, = f,(a;) toevery p,.

Given another (k,n) secret sharing polynomial

F(Z)= Z f,(Z)(modq) . B is ableto compute a share

=1

of F(2), i.e, F(a,)= ZH:SH- (mod ) - Any k shares from
j=1

P uniquely determine the coefficients of F(z), and

hence the secure sUmF (0) = Zn: fo= Zn: X -

j= j=



For example, we try to compute the left hand side of
Q, in section 4, i.e, %S(z\/olj)z 39+ 30+ 14 = 83.
j=1
Le q = 103, a,=3, a,=8, a,=13, k=2,
f,(z2=39+5z , f,(2=30+7z , f,(2=14+9z .
p,receivess,, =54, s, =51, s, =41 and computes
the first share 3 f,,+33 ,f,, =54+ 51+ 41 = 146
IEAERR A
= 43 mod 103. p,receives s,, =79, s,, =86,

s,; =86 and computes the second share %Sf ot

j=

83 .f,, = 79+ 86 + 86 = 45 mod 103. By solving
s

these two equations, we have %S fio= ES(ZVOH) =83.
j=1°> I j=1

Secure weighted sum Z s/, X; can be computed ina
i=1

similar way, given n publicly known weight values

)Il,...,)InDZq . Different from the secure sum

operation, the secure weighed sum operation defines
F(z'):ZAjfj(z')(modq) . Then we can compute
=1

F(o):z/]j fio :zs/]jxj fromany k shares F(a ).
j=1

=

5.4 Secure Equality Checking (=,)

For secure equality checking, we try to determine if
X;=,...5 X, when X, are held by p; privately.

Several secure equality comparison approaches are
discussed in [23]. Secure equality checking can be
implemented by comparing if the secure intersection
set equals to the secure union set. Randomized
mapping is an alternative to the techniques mentioned
above. First, two nodes securdly agree upon a random
mapping table, which transforms (X, X,,...) to a
different number space(Y,,Y,,...). Two parties agree

on two random numbers a mod g, and b mod g , where
az0 mod q and g is larger than any number in the
number space (Y,,Y,,...) . The two nodes send the

transformed numbers (W, W,,...) to a TTP, where
W, =(aY, +b)modq. Then, the TTP can compare the
equality of (W, W,,...) without knowing the real
information (X,, X,,...) .

5.5 Secure Distributed Sorting (Maxs, Ming Ranks)
We consider n nodes, each of which has a secret
number x;.. Without disclosing individual secret x;, the
nodes have the common interest in knowing who has
the maximum number (Maxg), and the minimum
number (Mins). One or more parties are interested in
knowing the ranking of their numbers (Ranks). These

problems can be solved at a high computing cost based
on the classical definition of secure distributed
computing [10]. However, if all n parties negotiate for
a transformation, and let a TTP to process these
transformed numbers, the cost of the three operations
will be significantly reduced. Obviously, provision
must be made to prevent the TTP from leaking results,
or colluding with nodes that submit the inquiry.

6. DEFENSE AGAINST MALICIOUS NODES

Security incidents in distributed systems are usually
involved with multiple distributed events, each of
which alone may appear to be harmless [29]. The DLA
system can examine log records in multiple nodes to
determine compliance of transaction execution rules
for corrdation, fairness, atomacy, consistency
checking, irregular pattern detection, etc., while
preserving the privacy of local nodes.

However, the confidentiality of the individual data
and the fiddity of the overall auditing result can be
ensured only when the correct log records are
submitted from the correct transaction nodes and
stored in the correct DLA nodes. Authentication
between the participating parties and integrity check of
the log data are necessary to detect unauthorized
alteration of log data, secret data extraction by
excessive queries, etc.  When offense occurs, the
culprit should be identified from undeniable evidence
generated from the system.

6.1 User Access Control and Distributed I ntegrity
Checking
In our DLA system, u; has the full access to its own
log fragments, while p; has access only to its local 1og
fragments. Authentication between u, and p; for the

log access such as read/query, write/log, ddete, etc.,
can be done by an access control table (TasLEs) in p, ,

and an authentication ticket, such as the Keberos [28]
or other digital signature schemes. Each u; has a single
ticket for the remote management of all its audit logs
on DLA clusters, or multiple types of tickets for
difference operation primitives.

Once a glsn is assigned and authorized by a ticket
from the DLA cluster, the glsn will be added to the
access control table under the entry of that ticket ID.
Further access to a log record between u; and p, can

be granted/denied based on entries in the access

control table.
TABLES5
Access CONTROL TABLE

ticket ID| ticket type| glsn
T534 RW | 78,80
T544 RW | 79,81
T290 R/W 82




When p; is compromised, its access control tables
and log records could be modified [25]. We design a
distributed integrity cross checking algorithm to
effectively discover any unauthorized alteration of log
records, based on a commutative one-way hash
function, called the one-way accumulator [26][27].

H(x,y)=y*modv
where v is a composite of two large primes, x is the
message to hash and y is a seed to the hash function.

One can consecutively hash multiple messages in
any orde and get the same hash value The

accumulation of X, , X, and X; corresponding to the
seed Y, is ((yg modv)™ modv)™® modv
independent of the order of X, , X, and X,.

For simplicity, we use H(x,X,,...,X,,Y,) tO
denote H(x,, H(x,,H(--,H(X,,Y,))) - The initial
value Yy, must be agreed upon in advance by P and U.
When u; sends the log fragment log;, ;(T) to p;, it

also sends the following accumulator valueto p; :

H (Iog:kl(T)i Iogi',k,z (T)! [ERS Iogi',k,n (T)! yo)

To check the integrity of the records while keeping
them private, p; can periodically check the intergrity
of the log records in its possession by circulating its
intermediate value H(log;, ;(T),Y,) to the next
DLA node with the label glsn. Each DLA node locates
the corresponding log record keyed by glsn and
computes the one-way accumulator value based on the
received value and forwards it to the next node. The

DLA node that initiates the inqury will receive the
final oneway accumulator value, and verify that

whether or not it is equal to the original one sent by U, .

6.2 Anonymous DL A Node Authentication

Animportant consideration of the DLA design is the
notion of anonymous, yet authenticated collaboration.
It alows independent users to share log information
for global system management, without compromising
the privacy of their missions. While certificate offers
authentication, it does not provide protection in the
operational phase, nor the anonymity of the
coummicating parties. A more suitable approach
would be extending the notion of undeniable evidence
chain [30] from a series of participating nodes, while
keeping them incognito.

An evidence chain € is derived from the

generalized etoken systems, using dynamic attribute
binding. As illustrated in Figure 5, every potential

auditing node receives certain auditing token 7, from

acredential authority before the DLA cluster is formed.

The auditing token represents an unforgeable sanction

for p,,to engage in the logging and auditing services
when it receives the invitation from the lastly joined
DLA nodep,. When p and p,, concur to let p,,,

join the DLA cluster, a piece of unforgeable evidence
will be created between them to support the claim. p,

can delegate its authority to p,,, for inviting other
nodes to join the DLA cluster. But once this is done,
p, can no longer invite other nodes to join the cluster.
Doing so will subject to exposure of the true identity
of p, and its misconduct.

CA's private key CA's public key
<V > [ Credential \,| . Violation | <V >
Authority checking
off-line operations
g »
L= (WK, p) Ly \.6.Q I
<vy> v PP: V\Ilé ) <vV> l—
p P SC: X @ DLA joining process
: -t

_ Qrn < f(x.p.k.Q) > g =(W,X%,I)

verly 7, wiy §,6,Q  €.=8lle

Figure 5. r-binding of the membership Q from newly joining DLA node.

The privileges and responsibilities of p,,, to serve
in the DLA cluster would be negotiated with p, . Once

they are settled, these logging and auditing attributes
become a new part of the DLA service policies. The
membership and service terms Q can be bound into
the new piece of evidence e between p. and p,,,
using the r-binding techniques [30].

During their negotiation process, the true identities
of p, and p,, can stay anonymous yet verifiable. As
depicted in Figures, it takes a three-way handshaking
message exchange to create a new piece of evidence.
Inthefirst phase, p, sends p,,, a policy proposal (PP)
as an invitation to join the DLA cluster. In the second
phase, p,,, acknowledges p, by sending back a service
commitment (SC), which is the list of services that
p;., iswilling to provide. In the third phase, when p,

passes p,,, the new piece of evidence for proving the
legitimate DLA membership of p,,, and the one-time
delegation from p, to p,, for the new member

invitation. It is shown in [30] that the evidence
generated through these binding operations are
unforgeable without the secret knowledge k granted

by the credential authority.

7. DEGREE OF AUDTING CONFIDENTIALTY

The degree of auditing confidentiality of the whole
DLA system is a compasite result from the system
settings of these three processes. Let h = |A| be the
number of attributes in GL,
c=min (B, O...0B, OA) the minimum number of

DLA nodes that can jointly support and cover all

7



attributes in A, U the number of undefined attributes
in A. An undefined attribute is an abstract attribute
that is only meaningful to the application subsystem by
private agreements. Thus increasing U makes it more
difficult for the individual DLA nodes to infer any
hints from the audit trail fragments. It comes up with a
similar effect by increasing cfor more DLA nodes are
required to recover a complete audit trail.

Thelogging confidentiality of GL is defined as
cu
O log (GL) = F

The auditing confidentiality of the normalized
auditing criteria Q = SQ, U--- 1 SQ, isdefined as

_g+t-1
D i -
aud|t(Q) S+t _1
where s is the number of atomic auditing predicates, g
the number of global auditing predicates, (t-1) the

number of conjunctive predicatesin Q.

The query confidentiality on GL based on the
auditing criteria Q is defined as

D query (Q! GL) = D audit (Q) XD log (GL)

The DLA confidentiality of the whole system is
defined as the average of the query confidentiality for
al queries.

O pa(GL) =0 query (Q,GL)

8. CONCLUSION

Confidential logging and auditing is suitable for
distributed logging and auditing of group acticities.
Our scheme restrict DLA nodes from gaining complete
information of the log trails, so that no single node can
abuse their responsibility in the logging and auditing
process. By proper mapping of logging functions to
the e-coin cryptographical system, we can make the
DLA’s service roles unforgeable and undeniable.
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