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Abstract— A major application of zero knowledge proof (ZKP)  cations, such as-cash e-voting and little is considered about
protocols is for authetnication of anonymous users. Many ZR  the operational overheads and the temporal behaviorsusr tr
protocols also control anonymity quota so that any excessivuse chain formation in distributed computing systems.

of au_thorized to_Kens issue_d to the user (prove_r) will aIIo_vv he au- In the standardhree-moveZKP protocol, a principal first
thenticator (verifier) to decipher the user identity unambiguously. . : U
ZKP has great potentials to be used for creating spoof-freerust ~ Withdrawsfrom the CA atoken which contains the (secret)
chains among hostile peer computing systems. Given the ddal identity information of the principal. Then it acts as a pgov
nature of trust chains, the temporal behaviors and the opertional  (P) to ask for interaction with aauthenticatoy or commonly
overheads of ZKP need to be adequately addressed. In this 5164 averifier (V), by sending it avithnessmessage created
work-in-progress article, we report preliminary results on how to f the token.V ret doml taghall
guarantee the security properties of timed ZKP (TZKP) protocols rom the token.v returns a randomly generatanalienge
locked into the logical clocks for session based resource gass. Message t®, andP must use the token and the challenge as
Preliminary findings suggest that security vulnerability can be part of its computing inputs to producerasponsemessage,
prevented with reduced overheads after proper refinementsa and return it toV. V knows thatP has a valid token issued
the disposable authentication protocols. from the CA if it can use the messages (witness, challenge,
response), collectively called theedentia] and some CAs
published data as inputs to produce a "YES" result from the
With massive deployments of Internet applications, vaioyublicly known verifier function P can prove the legitimacy
Internet management functions, such as routing, DNS, aoflits token to any parties without giving out its true idéti
other name/number services need to be closely guarded té classic technique for quota control in ZKP protocols is
avoid application frauds and malicious acts that exploé thby constructing a threshold-based function that can caleul
protocol weakness. When spoofing occurs, it implies théfe true identity from multiple copies of credentials whae t
the existing identity services could have been compromisefliota is exceeded. Quota control has significant implioatio
and the contingent authentication procedures will needeto to the designs ofmutual exclusiorfor critical resource, such
instantiated to restore theust chain so that peer nodes canas processor cycles, memory spaces, or conflict roles in role
guarantee that they posses provable identities issued ey llased systems. Excessive access of critical resources via
recognized authority(ies). duplicates of authorization will lead to unexpected system
A trust chain can typically be built by using traditionalstates. Many distributed algorithms consider honest (dete
digital signatures, where a statement for delegation ottruministic) behaviors or fault tolerance (stable outcomesraf
is digitally signed in each authentication instance, andr@es detection and recovery), but identification of faulty sasc
of signatures represent the hierarchy of trust relatigpsshisuch as quota violators, is rarely addressed. Quota control
among different nodes. However, to verify a trust chain, asffers additional protection to secure critical resoure@s
authenticator has to have prior knowledge on the public kegscountable actions.
of all signers in the trust chain. The heavy reliance on theln spite of the well established cryptographic properties
individual public key information makes it less flexible te b for authenticity, integrity, non-repudiation, anonymigyota
deployed in large scale for decentralized systems, whexe tontrol,etc, most ZKP protocols focus on the spatial domain
central authority(CA) may stayoff-line most of the time. of trust chain formatione.g, delegation tree/network is built
Zero knowledge proofZKP) protocols provide another wayvia propagation and proliferation of trust. Lacking notioh
for authentication, which do not require the individualightic time in existing ZKP protocols make them suboptimal to be
key or other data that can be used to distinguish an individussed for system management applications: once a token is
node from another. All nodes in a trust chain can remaissued, it remains valid indefinitely until its usage exceisl
anonymous, while having their identities verifiable. Gitbe quota, and when the quota is exhausted, a new token has to
minimum amount of identity information into the trust chainbe withdrawn to avoid exposing secret identity information
it helps to prevent problems such as the passive analysisdyy further use. How to incorporate the notion of time into
adversaries or identity bias in the fairness protocols. éle@xr, ZKP protocols plays a pivoting role on the understanding of
most ZKP protocols are designed for human-user based apfiieir temporal behaviors. Such an understanding is crtaial
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answer such questions as how to reset quota to initial systes, and prevention of collusion among multighs, when an
states without inducing withdrawals of new tokens; how tauthorized token is shared among them for excessive access
erase expired audit trail for detection of excessive acces$ servicesP can use the same token to access multite
how to identify a prover who intentionally gives out its toke for different services. To guarantee the anonymity of a-rule
to unauthorized parties so that they can engage in multiglbidingP, no session ID’s in its access history to varidlis
authentications; and how to support a prover to engage withn be duplicated, to prevent collusion amafig. After P is
multiple verifiers without sacrificing anonymity. Complgxi authenticated for a session, follow up actions may be taken t
of the problems is escalated by the fact that a principal mayxchange other shared secrets for the particular session.
act as eitheP or V in concurrent sessions. For space limitation, we focus on two major issues in this
How to guarantee deterministic protocol outcome undeaper. The first issue is clock synchrony of TZKP message
varying network delays needs to be addressed step by sfagssing,i.e., boundaries between logical clocks/sessions, to
with unambiguously defined system conditions. In this worlavoid unforeseeable vulnerabilities in the protocol desig
we report preliminary findings on the relationships betweerhe second issue is how to minimize the computing and com-
ZKP protocol behaviors and synchronization of multiplenunication overheads of TZKP. A user needs to go through a
clocks, as a first step in the broad investigations of ZKP thassimilar authentication process using the same token ta ante
system management protocols. new session. Typical ZKP protocol offers constructs thiainal
P to use a token within a finite quota without compromising
Il. TIMED ZKP (TZKP) its identity. This is very costly when resource accessesl nee
Definition 1: Timed ZKRTZKP) is a ZKP protocol whose to be done in sessions, becauBewill need to repeatedly
tokens, credentials and other cryptographic primitivesyca withdraw tokens. We propose a novel solution to eliminate
time information so that the correctness of operationdh sisc  such overheads. By incorporating the session ID to the inasel
withdrawal, authentication, and anonymity quota contrah ¢ ZKP constructsP can produce valid credentials, Bétcannot
be defined with respect to progressionl@gical clocks decipherP’s identity from the credentials produced in multiple
A logical clock is the reading of a local physical clocksessions, each of which has a unique session ID. This way,
which has a nearly constant frequency. The value and paean access each session at most once Vandn decipher
of a logical clock can be adjusted by system software base® identity only when it has multiple copies of credentials
on the logical clocks of other nodes. A simplest example ¢éxceeding quota) generated by a token in the same session.
TZKP is to add the notion of time-out to the ZKP dai=,, Asynchrony of logical clock may cause inconsistent local
a token becomes void and needs to be reissued to a princigalvs of session length, starting timesc, at boundaries of
if it is not used for a predefined life cycle. This way, thedjacent sessions, callggp and crosstalk
guota control subsystem does not need to store ALL tokenDefinition 3:Gap is a time interval oP (or V) that belongs
or credential information indefinitely. On the other hanak, f to no session oP (or V), or a time interval in session of
certain applications, this is highly desirable for a promet V within which no message sent from sessioof P can be
to withdraw a new token to perform periodic authenticatioreceived byV.
with the verifiers, in order to minimize withdrawal overhead Definition 4: Crosstalk is a time interval d® (or V) within
Definition 2:1n the session bagskTZKP system, the logical which a message sent in sessioaf P can be received in a
clock value in each prover is synchronized to the cloajap or session of V, wherei > j orj > i.
value in its verifier and optionally with the values of other Suppose the session length from the local view$ @tnd
provers under some known physical bounds. TZKP message each of then consecutive sessions is fixed to Bg p)
associated with each logical clock tick are guaranteed to &ed 75y, respectively, for convenience of discussions, and
ordered within the boundaries of the logical clocks. we let the first session begins at timg and the last session
We assume thaV¥/ serves as a&ervice providerand P a ends at timet,,. The expected outcome by using TZKP is a
client of the service. A logical clock tick between the clientation-like system which allows at mostlegitimate accesses
and the server is one TZKP session in which the client waritsn sessions of time (one access per session.) The existence
to be authenticated by the server to gain access to the senat gaps, however, reduces the frequency of legitimate acces
such as online game, database inquétc Among various because fewer than accesses are allowed within the time
alternatives, we focus on R-initiated clock synchronization interval [to, to + n - Tis(py] Of P (or [to,to + n - Tg(v)] of V.)
scheme, in which a newauthentication clock tick(sessioh Similarly, crosstalks penalize the effective time for tegate
starts wherP sends out the first TZKP messageMoSimilar accesses because it allowsiccesses in less than T p)(or
to the standard ZKP protocol¥, givesP a challenge, an® n - Ts(y,) of time. In addition to the above concerns about
must return a response for authentication. Ovigeroduces a access patterns, crosstalks may also cause potentiadhazar
"YES" answer, it can givé® access to the services. A subtlanis-ordering of messages across session boundaries.-Order
difference between TZKP and ZKP is thathas a published, ing of message is important to many distributed algorithms.
periodically update unigusession IDthat must be used to An early exposure of secret knowledge may increase the
produceP’s response. The session ID serves two purpos¢Shannon) information for adversaries to launch attackslew
global synchronization of concurrent sessions from midtipa belated delivery of message may lead to tardy delay of



authentication. of Te, )= Mazx(Tppvy)—E(Tppvy)- V'S session 1
Gap and crosstalk in TZKP are caused by message delaysstalks withP's session 2 at the last interval @, , )=
response time, virtual clock frequency and the requesttane E(T'p(pyv))—E(Tp(p,vy). The total length of crosstalk inter-
new session. We first consider the case when message delayss minimized whenE(T'p(p,v)) = Max(Tpp,v)), SO that
betweenP and V are constant and the virtual clocks Bf crosstalk at the end of a session does not occur. However,
and V are fully synchronized, and then we will relax theseve note that maximum delay of messages does not occur
conditions step-by-step. In session 0 (or the transierte staery often. If we set the expected delay to be the maximum
when no session has been definéd$ends td/ a new session delay, then all messages which have a delay smaller than the
request with a dela§'p,(p,v-). Then,V takes a response timemaximum delay will crosstalk at the beginning of the session
Tr,(v) to process the request message, and send3 & for sure.
message with a delayp,(v,p) to grant the sessiorP takes  To better deal with the crosstalk and the gap problems,
a response timé'z, pyto process the grant message beforeite propose a simple method for delay estimation and clock
can start session 1. The total response time fRénrequest synchronization betwee andV, as depicted in Figure 2. The
being sent to session 1 being started’ig p,v) = Tp,(p,v) basic ideais to estimate the current delay and clock ratedbas
+ Tryv) + Togv,p) + Tro(P)- on previous round trip messages. WhHesends a message to
Our attempt is to find an optimal time fd? to request V, it also includes the number of ticks it takes since the last
the next session, so that there is no gap or crosstalk betwessssage received from Similarly, whenV sends a message
the current session and the next session. If the resporsd, it also includes the number of ticks it takes since the
time is constant, then the optimal time fBrto submit the last message received from After two sets of round trip
request for session 2 is dt;, (pv)= Ts,(p)—1Tr,(p,v)after messages? (or V) knows two linear equations, with several
the start of session 1, whef®;, p) is the length of session unknowns: duration of on€’s tick, duration of oneV’s tick,
1 granted byV in session 0. When variable response time &nd a number of message delays. The ratio betviRtick
considered, howeveR needs to estimate this optimal timevs V's tick, betweenP’s tick vs expected delay, and’s tick
based on previous values. If the estimated t|m§’I|s pv)> Vs expected delay can be well estimated by solving by these
Tr,(p,v), then a gap occurs between session 1 and sessllmear equations, assuming that the delays between adjacen
2, with the gap Iengthl} vy~ I (pv)- Similarly, if the messages are more or less the same.
estimated time i - p, V)< T1,(pv), then a crosstalk occurs
between session 1 and session 2, with their common interval
T, (p, V)—TI (V)" For underestimated value of the optimal Linkability refers to the ability for an authenticator toaige
time, V can minimize the crosstalk interval by adding extr&hether or not two credentials are produced by the same user,
delay to its response. For overestimated value, howdvean although the user identity may still be unknown. TZKP can
do nothing to glue the gap. Insted® should avoid gap from be implemented by unlinkable schemes like those proposed
happening by posting early request of new session. in [1]. Unlinkability gives strong protection oR®’s identity
Next, we consider the case when the virtual clockPaihd but imposes significant computing burdens Yoto reinforce
V run at different frequencies. SuppoBis clock runs faster quota control. For system management functions, linkigtili
(at a higher frequency) thaw's clock. In session Oy expects rather than unlinkability, is a highly desirable attribgiteo that
to start session 1 after certain delay it seRdhe message to system events can be traced for various purposes. To protect
grant the new session. However, sir®e clock runs too fast, P's identity in authentication sessions, a unique sessiofs|D
it starts session 1 earlier thahexpected. Thus, the messageised as a part of inputs to compute the credential. If the same
sent at the very beginning in session 1Pafnay crosstalk with session ID is used to produce two credentials generated by
session 0 ofV. In addition, the length of a session is definedne token, then the user identity can be deciphered from the
by the number of ticks if?'s andV's logical clocks. Sincé’s credentials. Otherwise, if distinct session ID’s are ushdn
clock runs too fastP’s session 1 has a shorter physical timéhe user identity remains undecipherable.
interval thanV’s. P finishes session 1 earlier thahexpected,  In unlinkable schemes, such as [1], all users who access the
and V does not grant new session Bountil V finishes its authenticator "simultaneously” have to use the same sessio
session. Thus, a gap is formed between session 1 and2 ofD. Otherwise in an unlinkable scheme, the authenticator
Finally, we consider the case when message delays aemnot tell whether or not the credentials are created by the
variable and bounded. SuppoB&Tppv)), Max(Tppy) Same token. In contrast, this constraint is not required in
and Min(Tpp,vy) respectively denote the expected, maxiinkable schemes. Different users who access the autlentic
mum and minimum message delay. As depicted in Figuretby concurrently can use different session ID’s. The redaxe
crosstalks may occur at both boundaries of a sessiorP (ofrequirement removes the overhead on co-operation or negoti
and V). P's session 1 crosstalks withi’s session 0 at the ation of a common session ID between independent users who
first interval of T, (py = Max(Tp(p,v))—Min(Tpcp,vy). justaccess the authenticator at the same physical timevahte
P's session 1 crosstalks with'’s session 2 at the last in- In this paper, we propose a suite of linkable schemes
terval of Te, ,(py= Max(Tpp,v))—E(Tpp,vy)- V's ses- revised from thedisposable authenticatioprotocol [2] for
sion 1 crosstalks withP’s session 0 at the first interval TZKP. Disposable authentication is a class of one-time ZKP
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Fig. 2. Synchronization of clocks

originated for e-cash protocaol. In its original constricsecret credential by checking thas(W, E, Y) = "YES".
key k is included in a token, which public counterpttis
committed to the bank (CA) at the withdrawal phasés used
by P to encrypt the user identity to the credential, dods ~ TZKP represents a simple yet significant augmentation of
used byV to verify that the user identity has been encrypte@KP for establishing trust chains in presence of repeated
to the credential. The deciphering condition of user idgriti  Spoofing attacks. This paper reports the first, basic step to
this construct is as follows: the user identity can be demipti understand the relationship between logical clocks and mes
from the credential if, and only if, the sanke(and hence the Sage passing in ZKP protocols. Preliminary results sugbast
sameK) is used to create the credential. Our main idea is ©ZKP can significantly reduce the overheads in token with-
separatek from the internal construct of the token, and givélrawals without compromising the cryptographic propstrtie
users the freedom to seldcin the authentication phask. is
then committed to the authenticator, which plays the role as__ . ) .
session ID in TZKP. Let, F, F', D, andG be some polynomial 1 1iS work is supported in part by an NSF CNS-0530210
time computable functions, arfdis one-way. The three-move&nd DUE-0516825.
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W = (m, K). Upon receivingW, V checks whether or not m

has been received before in the session. If yes, that me&ns th

is the same principalV needs to make sure that the proposed

K is also the one received before. The¥nsends backP a

randomly generated challende P repliesV by a response

Y = D(x, k, E). The protocol completes aftéf validates the
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