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Abstract

In this paper, we propose a divisibility management framework for e-cash algorithms. The proposed framework is based on
the dependency graph of a hypercube, which is constructed from all subcubes of a hypercube, to keep track of partitioned
spending of the resource pool represented by the hypercube. On the basis of Eng and Okamoto's recursive key generation
equation, we develop an analysis framework to determine the necessary and sufficient conditions to meet the security
requirements of authentication, privacy and double spending identification (DSI). We analyze and solve the shared-node DSI
problem, in addition to the traditional same-node and route-node DSI problems. Shared-node double spending can occur when a
subcube can be divided in different combinations for spending. Such freedom is fundamentally important to distributed resource
management, but it is not allowed in the traditional tree-based divisible e-cash schemes. Another critical issue associated with
the DSI guarantee is protection of privacy. We show that if the resource pool is allowed to be spent in arbitrary partitions, the
user privacy can be violated when shared-node DSI is supported. This problem is solved by using our analysis technique to
detect and prevent privacy violation before a particular resource partition can be spent. And any spent token is guaranteed to
include a valid secret share of DSI for deciphering of the user identity when any type of double spending occurs.



1. Introduction

Electronic resource trading [1] is transfer of the asset
ownership using electronic information as proof of the
transaction, where the proof needs to be unforgeable and
undeniable. In many applications, the payer (user) also wants
to keep its identity private from the merchant and the bank.
When the user uses a foken to make a trade with the
merchant, the merchant wants to make sure that the token has
not been spent somewhere else, i.e., double spending, and it
is authentic, i.e., issued by the bank. If the user does commit
a double spending violation, the bank needs to be able to
determine the true identity U of the user, based on the spent
tokens generated from earlier transactions.

An “ideal” e-cash system [2] is distinguished from other
electronic payment systems [3]-[7] by six properties: off-line
payment, security (anti-forgery and double spending
identification), privacy (anonymity, untraceability and
unlinkability), independence, transferability and divisibility.
Knowing that it is impractical to satisfy all these properties
unconditionally, the first three e-cash properties have been
the primary focus of extensive work [9]-[17], since the first
off-line untraceable e-cash was introduced in [8]. Numerous
e-cash algorithms have been developed for internet shopping
and similar applications. For example, [11]-[13] rely on tamper
resistant devices to ensure security. Traceable schemes [14]-
[15] allow revokable anonymity to recover accidental loss of
money or to track offenders of blackmailing or similar
misbehaviors. On-line [18][19], non-transferable [20][21] or
non-divisible [21][22] systems have also been investigated. E-
cash algorithms have also been applied to electronic voting
[23][24], mobile IP anonymity [25], mobile agent security [26]-
[28] and confidential auditing [29]. The notion of resource
binding in [30] allows application specific attributes [31] to be
cryptographically associated with the token and the spent
token, leaving rooms to extend e-cash algorithms to secure
resource management policy [1].

Transferability is one of the key issues in e-cash design
[21[9]-[11][22], where a spent token can be spent by the new
owner again without causing problems. An e-coin chaining
technique is proposed in [9] to incorporate transferability into
off-line and non-transferable e-cash systems. It was further
refined in [27] for single-term e-cash systems [16][21][22][32]
[33]. The single-term e-cash system introduced in [21]
mitigates the communication overhead of cut-and-choose
protocols [2][4]. Implementation of this transferable technique
based on [21] was presented in [22][26].

In divisible e-cash [2][16][17][32]-[34], a token can be spent
in multiple transactions provided that the total amount of
spending is within its face-value. An n-spendable e-cash
scheme [32] allows a token to be spent n times. Tree-based
divisible e-cash [2][16][17](33][34] is widely adopted for
divisibility management because it allows a face-value to be

split into different sizes for spending. Each tree node can be
split into or merge from its child nodes for spending at
different sub-values of the total face-value. A generalized
tree-based algorithm is proposed in [16] to incorporate
divisibility into systems that are off-line, non-divisible and
single-term. Implementation of this technique based on [21]
was briefly presented in [16] and further elaborated in [30].
[171[33][34] were proposed to improve the computational
complexity in withdrawal and payment protocols, and to
reduce the size of the spent token. [34] eliminated the
linkability among different divisions of the same token.

In this paper, we propose a hypercube-based divisible e-
cash management framework. Hypercube is a superset of
many broadly used topologies, and is well suited for fault-
tolerant resource routing [35]-[37], broadcasting [37]-[39] and
processor allocation [40][41]. To keep track of spending of a
set of resource represented by a hypercube Q,, the hypercube
is expanding into its dependency graph G, , which represents
the hierarchical relationship between subcubes. Using the
recursive key generation formula in Eng and Okamoto [15] in
a top-down fashion, we analyze the security tradeoff for
authentication, privacy and double spending identification
(DS1). We show that one cannot unconditionally protect
privacy when the user is allowed to spend subcubes in an
arbitrary fashion. Using our analysis technique, one can
perform a privacy leak test before spending of subcube, so
that the subcube can be spent only if privacy leak will not
occur.

The rest of this paper is organized as follows. Section 2
introduces the baseline architecture for the e-cash algorithm
design. Section 3 explains the key generation on withdrawal
of a token. Section 4 defines the key and secret share
selection requirements for key verification and identity
validation in the payment phase. Section 5 further extends
these requirements for DSI and privacy after deposit of spent
tokens to the bank. Section 6 discusses the tradeoff issues
between DSI and privacy, and proposes a privacy leak test for
the user to determine whether or not to spend a subcube.
Section 7 concludes the paper.

2. System Architecture

An n-dimensional hypercube Q, and each of its subcubes
can be uniquely represented by an n-bit index

P=PwPe) " P, (1)

where p;, € {0,1,x} and the symbol “x” represents a “don’t
care” bit. An i-dimensional subcube ,Q, has i of its n bits
marked as “x”, and the remaining bits either 0 or 1. The
dimension of p, denoted by dim(p), is the number of “x” in p.
Any two hypercube nodes of the same dimension are
connected when their Hamming distance [42] is one. The
hypercube distance is the shortest distance between subcubes
p and g in Q,, denoted by
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D(p, ¢)=0 implies that subcubes p and g overlap at certain
hypercube node and thus double spending occurs if both of
them are spent. Each subcube represents a subset of resource
that can be spent/purchased. To keep track of the spending
patterns, we need to use the dependency graph of Q,, G,, to
represent the hierarchical relationship between a hypercube
and its subcubes. Every subcube in Q, is represented by a
node in G,.

Definition 1: A dependency graph G = (Y, E) is a directed
graph, on which an edge (p, q)€ E iff

dim(p) =dim(q) + 1 and d(p,q) =1, 3)

for p,qe Y ={0,1,x}" and d(p,q) is the Hamming distance
between p and q over the alphabets {0,1,x}. The root of G,
represents Q,, and each leaf node in G, is a node in Q,. In the
rest of discussion, the subscript n will be omitted from Q, and
G,, unless it is explicitly defined. Let p and g represent two
nodes on G that have been spent. If both p and ¢ can reach a
same leaf node, double spending occurs to the leaf node. The
dependency graph G, of O, is depicted in Figure 1.
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Figure 1. Dependency graph Go.

We adopt a typical off-line, non-transferable e-cash
environment whose stakeholders are the bank, the user and
the merchant. Figure 2 (a) and (b) depict the interactions
among the three parties in the non-divisible and the divisible
settings. Three major protocols are involved between the
three parties: withdrawal of tokens from the bank by the user,
payment made by the user to the merchant and DSI by the
bank using the spent tokens deposited from the merchant. A
non-divisible token can be used only once in a transaction,
without having U deciphered by the bank from the spent
tokens. In divisible e-cash systems, stakeholders use G as a
resource spending space to keep track of the resource
spending. For design of the divisibility management
framework, we focus mainly on the payment and DSI related
issues. The withdrawal protocol will only be highlighted as
needed.

For the user to make trades, it needs to first register its
plaintext user identity U to the bank. In withdrawal of a
token, the bank cannot associate U with other token
parameters to enforce untraceability of e-cash. U is verified
but kept private from the merchant during normal operations.

Bank | pgy- Bank | gy
decipher U ? decipher U ?
Withdrayal Deposit Withdrawal Deposit
User Merchant User /| 1\ Merchant
witness . witness
challenge challenge
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Figure 2. Off-line, non-transferable e-cash.
(a) non-divisible, and (b) divisible.

Each node p in G is assigned by the user a native key k,
and a verification key K, using a publicly known key
dependency map (KDM), where ({N;}={k, :VpeG} and

{Vo1=(K,:Vpe G}.

Through the withdrawal protocol, a 6-tuple token 7; is
granted to the user by the bank:

T :(T’{VL}’O-(T.VL)’O-(T.,U)’U’{NG})7 4)

where T is a unique token identifier, {V;} the collection of leaf
level verification keys (generated by the user), and Oy, and

Oy respectively are the blind signatures [20][21][43][44] of
(T, {V.}) and (7, U) from the bank.

In each transaction, the user can spend a portion of
resources, denoted by a subcube in Q or a node p in G, and
the transaction is recorded by a 6-tuple spent token e, jointly
generated by the user and the merchant:

e, =T {V.},00y, AN, LV, 1{S,D- (5)

By comparing (4) and (5), one can see that to spend p,
(T.{V,}.04y,,) is provided to the merchant without any
change, but (6, ,),U.{N;})is kept private from the merchant.
The user provides a proper set of native and verification keys
({N,},{V,}) to the merchant, and collaboratively they produce
{S,}, where {V,}c{Vs} and {N,} = {Ng}. {V.}, together with its
signature o, ,, is used by merchant as a reference to

determine if the keys of other non-leaf nodes provided by the
user are valid. It takes two steps in the zero-knowledge proof
(zKP) algorithm, Z(-), [45]-[48] for the merchant to verify that
a spent token is being created from a token issued by the
bank. First the merchant needs to verify that ({N,},{V,}) is
valid, so that subsequent transactions steps can continue,
Then, the merchant needs to test if U is encrypted into the
spent token, bonded with its challenge message x. A valid
spent token can be collaboratively generated by user and
merchant only if {S,} also includes valid secret shares of a
secret sharing scheme, S(-), [49][52] for the DSI system. This
way, each and every spent token can guarantee that when
double spending occurs, the collection of spent tokens can be
used to decipher U.

({Ny},{V,}) represents the collection of keys that are
related to the current transaction for node p. It does not
necessarily represent the native and verification keys of p. In



giving ({N,},{V,}) to the merchant, the user needs to make sure
that U cannot be deciphered from the collection of spent
tokens generated from completed transactions. We note that
because p represents a subcube, we must consider all
possible subcubes that are related to double spending and
privacy violations of p. After the merchant receives
({N,},{V,}), it is verified by using KDM and {V.}, which was
signed by the bank.

KDM uses a one-way hash function $(-) as its building
block, and can be used in the top-down or bottom-up fashion.
During a payment for node p (in G), the user uses k, to
encrypt U into a secret share (x, R,) (for DSI) as a part of the
spent token. Given a KDM, the following critical design issues
surrounding KDM will be addressed in the rest of the paper:

1) Key generation before payment.
2) Integrity checking of native/verification keys during
payment.

3) DsIenforcement after payment.

4) Privacy protection

While our scheme is applicable to both top-down and
bottom-up tracing approaches, we will only consider the top-
down approach to allow focused discussions.

3. Key Generation before Payment

At the beginning of the withdrawal phase, the user
generates ({N,},{V,}) using KDM, which consists one-way
functions, (-) and (-) [43][44], where %(-) must meet the ZKP
requirements [44](45], but F(-) just needs to be a regular hash
function, e.g., MD5, SHA-1, RC4 [43][44], etc. Starting as the
seed of native key generation process, the root level native
key, k.0, 1s @ random number assigned by the user. Using &,
as the input, its verification key, K., is generated by %(.).
For any non-root node p, its native key, k,, is generated by
the verification keys of all its parent nodes using #(-), and the
verification key of p, K,, is generated by %(-) using k, as the
input. After the keys are generated, the user asks the bank to
blindly sign {v;}, T and U with the signatures Oy,
=sign(T,{V,}) and O, =sign(T,U), through the withdrawal
protocol, where 7 is a unique token identifier blindly
assigned by the bank to a token. 0, is not passed to the
merchant, so that the merchant cannot use the parameters
received from the user to create another valid spent token in
future transactions, even if the merchant happens to knows U
by whatever reasons.

We now discuss the details on the building blocks of
KDM. At a non-root node p, its native key is derived based on
the following equation:

k, =K, -1 K, Il p) (6)

P

=H(FT k)W FT,k, )l p)> (7
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where denotes concatenation of binary strings and p;, p,,
... ps are the parent nodes of p. %€(-) is derived from the (z-
value, r-value) generation function of Eng and Okamoto [16],
i.e., k, = F(Kpchita | Kyighr-cnita), Tor the bottom-up approach.
The node identifier p is added to (6) in order to generate n
unique native keys for the n child nodes from the root node.
The computational flow of KDM starting from level i of G is
depicted by Figure 3, where A and B respectively represent a
collection of native keys and verification keys in KDM. The
routine recursively invokes itself until when the leaf level of
G is reached, i.e., i = 0, and then the processing terminates at
Line 4 of the last execution instance. At the end of the
execution, KDM produces another set of native keys and
verification keys, {Ao.} and {Bou}.

1 KDM ({A},{B}, 1) {

2 {Anut} = {A}, {Bnut} = {B},

3 if( i=n ) { {B()m} :{Bnut} U {K: f;(T, k) YV ke {Anut}} }

4. if( i= 0) { return {{Aoul}s {Boul} }; }

5. for (every node ¢ at dimension (i - 1)) {

6 if (V Kcﬂ ...Kq‘ € {Bou}, where qi, ..., s are the parents of g) {
7 {Aow} = {Aou} U { kq =3€(qu ||-~~||Kq\ lg) };

8 {Boul} = {Boul} | { Kq=f;(T’ kq); } } }
9 KDM({A()M}’ {B()m}’ i '1); }

Figure 3. Pseudo code of KDM.

KDM is publicly known to stakeholders. By controlling
what is available to {A} and {B}, the user can control what
the merchant or the bank can know about the produced keys.
To generate {Ng} and {V;} in Line 4, the user invokes KDM
by using inputs ({A},{B}, i) = ({ky:}, null, n) in Line 1. A high
level view of the top-down key generation process in G, is
given in Figure 4.
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Figure 4. High level view of KDM.

i=0

For the root node at dimension i = 2, k,,, is randomly
generated by the user to compute K,oor= F(T, krpor)- Kroor 1S Used
to compute keys at i = 1, ie, k =%k, llg) and
K[

q,

,=FT.k,), for j = 1,2,3,4. The verification keys are then
used to compute the keys at i =0, i.e., k, =F(K, K, lig,) and
K[

q

,=%T.k,), for j = 5,6,7.8, where g, and g, denote the
parents of g;. For example, k, =K, IIK, llg;). Then both
nodes have Dbeen

keys for all produced, with



(N} ={A,) =1k, ok, ok, Yand (Vo) =1B,,}={K,,.K, ...K,}.
The leaf level verification keys are extracted from {V,}to
form {V,}={K,.....K,}, which will be signed by bank at the
end of the withdrawal protocol. The KDM input/output
relationships for key generation are summarized in the first
column of Table 1. The same example will be used to

illustrate verification of keys and DSI.

s

Table 1. Input/output of KDM.

Key Key DSI
Generation Verification
(NP):{kql k% },(Vp = qz)
Inputs (N} =1k LAV =tk )
(roor}, mual LB B 4
({A}L{B})
AN, 1AV, D (N, JUIN LAV J OV, )
NG} =1k (4,1 =1k, ’kq4’ A = (k k
Outputs k ek ) kl,k } Myt =ty a)
a1 a8 a5 dg
A },(B V.y=(K_ - -
a nm] { out]){GL { mlr{n , (Bp} {K‘IIVK‘/Z’ (Bp_p,) (Kq]’“"KqS)
PRES N Ky Ky Ky )
Outputs |(Vg}and (V) = ",
of interest |{Vg ! @ fedf level =V 1niB,) 4,
=(Kq5"“’qu} :{qu'“"qu)

4. ({N,},{V,}) Verification and U Validation in
Payment

The objective of the payment protocol is to generate a
spent token e, =(T.{V,},0,,,.{N,}1{V,}.{S,}) by the user and
the merchant based on thee message exchanges, i.e., witness,
challenge, and response. After receiving the witness message,
T4V, }.04,) the merchant verifies whether or not the

signature o, matches its plaintext (7,{V,}). Knowing that
(T,{v,}) is correct, the merchant randomly generates a
challenge message x and sends it back to the user. Then the
user prepares and sends back to merchant a response
message, ({N,},{V,}.{S,}). The merchant first verifies
({N,}.{V,,}), and then {S,}.

For key verification, ({N,},{V,}) needs to be defined based
on requirements (12) and (13) to be described in the next
subsection. Given ({N,},{V,}), the merchant invokes KDM, and
compares the results on {B,.} of KDM with {V,}. If all entries
in {B,.} match {V.}, then ({N,}.{V,}) is considered valid, and
the transaction can proceed. Otherwise, the transaction is
aborted. The merchant always invokes KDM from level n,
using (4, B, i) = ({N,}, {V,}, n) as inputs, because KDM can skip
any unmatched parent-child relationship, and continue the
matching and computation until it reaches the leaf level.

An example on the ({N,},{V,}) verification is given in the
second column of Table 1 based on the example given in
Figure 4, where (N,) =1k, .k, }, (V,}=(K,}. The computation

of KDM directly proceeds to i = 1 because the keys of root are

not available. k, .k, €{N,} are used to compute K, =FT.k,)
and K,=FT.k,). Using (K% , K, , K, ), the keys that can be
computed ati =0 are k, =K, 11K, lg), k, =K, IK, lg,),
K, =%T.k,) and K, =%(T.,k,) . KDM returns the outputs
(A} ={A, ) =1k, .k, .k, .k}, {B,}=1{B,}={K, K, K, K, K,}.
v, }={K,.K,} is selected from {B,} to compare against {V;}
as the final step of ({N,},{V,}) verification.

Next, we consider how to guarantee that {S,} is a
collection of valid secret shares for the DSI. For each element
included in {S,}, its “matching” element to solve the secret
sharing scheme of DSI will be generated when double
spending occurs. For simplicity of explanation, we let each
element in {s,} take the form of (x, R,), where ¢ is a node that
satisfies the requirements (14) and (15) with respect to the
node p being traded. A simplified example of secret share,
which will be introduced in Table 2 of the next section, is
computed from the secret share generator,

S(q) : R,=U -x+k, - (8)

This way, when any hypercube node is spent twice, the
DsI can decipher U from the collection of spent tokens. We
also let S(-) be equal to the ZKP prover function Z(-), which
has the general form,

2(q):R,=Z(T.U,0,,,.x.k,)" C))

We note that (8) for Z(:) only satisfies secret sharing
properties, but not the ZKP properties. We will show in the
appendix how to add ZKP properties to specific
implementations, such as the one in Ferguson’s e-coin [21]
that has been commonly used to demonstrate e-cash
techniques [16][22][26][271[30].

The merchant can verify each element (x, R,) in {S,} using
the ZKP verifier function Z(-), which has the general form

(10)

9

Z(q): Z(I,x.R,.K,)=TRUE -

q°

)

Example of 10) corresponding to (8) is W,,V=CR"BXKL,,

where V is the public key of the bank, and B, C, W, are

parameters related to 7 and R,, whose details will be shown in
the appendix.

4.1 Selection Requirements of ({N,}, {V,}, {S,})

In this subsection, we consider the selection criteria of
(AN, }.{V,}1,{S,}) that the user passes to the merchant for key
verification and identity validation. For ease of presentation,
we use {Yx} to denote a collection of nodes in G that defines
{X}, where {X} can be {N,},{V,},{S,}, efc. That is,

(5,)={(x.R):qe (¥, )}, (11)
(V,}=(K,:qe (¥, }}, and (12)
(N,) =1k, :qe (¥, }) (13)

To guarantee that U can be validated, it is necessary to have
(¥, )9, (14)



so that at least one secret share contains the encrypted U, and
U can be decrypted when double spending occurs. Next, we
need to consider the relationship between ({V,}.{S,}). To
ensure that every secret share (x, R,) generated by k,, ge {¥,},

can be verified by K, g {¥,
1200, (15)

The third requirement is related to how to use {V;}, which
is the absolute system integrity reference, to guarantee the
integrity of ({N,},{V,}). This requirement can be satisfied by
(16) and (17):

.}, it is necessary to have

{r, 1=, 10{¥, 1 #¢, and (16)
{¥,, } cannot be computed by KDM

if any node in {Y, }U{Y, } is removed. 17

That is, when a KDM instance is invoked by the merchant
to verify (nN,}.{V,}), the choice of ({N,}.{V,}) needs to
guarantee that the output {B,} contains some leaf level
verification keys that can be compared against ({V.}.
Furthermore, ({N,},{V,}) needs to guarantee that when any
element in ({N,},{V,}) is missing, the computed verification
keys of leaf nodes in {B,} are different i.e., no element in
({N,},{V,}) is redundant. Otherwise, removal of a node may
still lead to a valid verification result, implying that one
might fail to validate the removed node.

The relationship among (v, },{¥ }. (¥, ). (% }.{¥, ),
{YBF},{YVLJ},{YVL} based on the selection criteria of {(N,},{V,},
{S,}) discussed above is depicted in Figure 5. {¥, }is the
largest set which contains all nodes in G. ¥, }2{¥ %4
because of (14) and (15). { Rialton:

keys in {N,} can be used to compute the corresponding
verification keys, so that no duplicated verification key in
{V,} is necessary. {¥, }1=2{¥, }because {N,} is used to initialize
{A,} in Line 2 of KDM. {YBﬂ}z{YA”}u{
to initialize {B,} and the native keys in {4,} are used to
compute the corresponding verification keys and have them

=9 because the native

¥} because {V,} is used

added to {B,} in Line 3 and Line 8 of KDM.
¥, 1={,)n{Y, }#¢ because of (16).

=1, 1n{Y, }#¢

Figure 5. ({N,}.{V,}) verification and U validation: relationship

among (v, }, (¥, )%, }.0% 1), ({7, .07, }) and (%, }.{¥, D).

5. DSI after Payment and Privacy Preservation

After the payment is completed, the merchant deposits
the spent token e,=(T.\V,}.0 {N, LIV, 118, to the bank.

IRV AL
The bank determines whether or not two spent tokens
represent overlapped resources p and ¢, by comparing their
hypercube distance. The choices of ({N,}.{V,}.{S,}) not only
have to satisfy the key verification and identity validation
requirements, as discussed earlier, but also needs to meet the
DsI and the privacy requirements, i.e., how can a (2, m) secret
sharing scheme decipher U from the spent tokens, if, and
only if, double spending occurs. In a (¢, m) secret sharing
scheme, a plaintext is encoded into m secret shares. The
plaintext can be recovered when any ¢ of the m secret shares
become available.

Three double spending scenarios need to be considered.
When p = ¢, it is referred to as same-node overlapping.
When p is an ancestor of g, i.e., the subcube represented by g
is a proper subset of the subcube represented by p, it is called
route-node overlapping. When p and g share some but not all
descendants, it is called shared-node overlapping. Same-
node and route-node overlapping are well known in tree-
based divisible e-cash, but the shared node overlapping is a
new double spending scenario that needs to be considered.
We replace the word “overlapping” with “double spending”
when double spending occurs between p and gq.

Next we discuss how to use a (2, m) secret sharing scheme
to decipher U, which has been encrypted into the spent
tokens in the payment phase. An example of (2,m) secret
sharing scheme in [49] allows U to be deciphered under the
two conditions, DU, and DU,, is summarized in Table 2.

Table 2. Conditions to decipher U and
polynomial based secret sharing examples.

Conditions to | Variable values generated (2, n) polynomial
decipher U from doubly spent tokens secret sharing
Solve U and k,
Two secret shares:
DU ., by (x,Rp:U-x+kp)
1 (x,Rp),(x,Rp) and (X’,R})zU-x'-%—k]))
A secret share + Sobve U
DU, its native key: by (x, R[7 =U- -x+ kp )
and k
(xR )k, P

DU, allows U and k, to be solved from a pair of secret
shares using polynomial interpolation. DU, allows U to be
solved from a secret share and its native key. Based on DU,
one can conclude that %(-) must be a one-way function.
Otherwise, if the verification key can also be used to compute
its native key, this native key together with the secret share
being validated can decipher U even when no double
spending occurs.

In existing e-cash systems (divisible or non-divisible),
DU, is used when the same-node double spending occurs. In




tree-based divisible e-cash, DU, is used when route-node
double spending occurs. In our hypercube-based scheme,
both DU, and DU, are used to handle the shared-node double
spending scenario, which was not considered in the tree-
based scheme. Knowing that the secret share and the native
key of a node affect the states of multiple nodes in the
hypercube, the choices of ({N,},{V,}.{S,}) control the
availability of secret shares and native keys for nodes in G to
meet the DSI and privacy requirements.

5.1 Selection Requirements of ({N,}, {V,}, {S,})

For the discussions of DSI and privacy, which concern
about multiple nodes, py, ... , p., we let {4, , } be the

collection of native keys generated from KDM when

({A},{B},i):(gr_ﬂjl{Np’},Q{Vn },n) is used as inputs. It is important

m

to note that, in general, {4, , }#UL4A, ).

Considering two nodes p and p’ involved in a double
spending incident, DU, and DU, dictate that one of the
following two conditions must hold:

DU, :{¥; }n{Y; }#¢, or (18)
DU, :{Y, InY 1u{Yy H=g, (19)

The decipherable regions of U by DU, and DU, are shown
in Figure 6. (18) implies that some node in G was involved in
generation of the spent tokens for p and p’, so that its secret
share will be revealed twice in these two spent tokens for DU,
to decipher U. When (19) holds, it implies that there is at least

one native key of ¢, k, € {A, ,}, such that its secret share (x,

R,) is available from {§,} U {S,} for DU, to decipher U.

Figure 6. DSI and privacy: relationship among
¥}, %}, (%, ), (¥, } and (¥, }

The privacy requirements, which are the complements of
(18) and (19), are summarized as follows:
DU : (Y, }=¢, and (20)
DU: : v, }m(é{l{s,m N=¢> 21)

where p; ... p, are nodes without double spending. (20)
makes sure that no secret share of a node appears twice from
the spent tokens so that DU, cannot be satisfied to decipher U.
(21) implies that the native key of node ¢, k,e{A, 1} does

not have its secret share included in _k_Jl{S,,,}, so that DU,

cannot be satisfied to decipher U. Figure 6 depicts the case of
(1) whenm =1, i.e., {¥, }n{y; }=¢. Figure 6 also depicts the

(v, 1.{r, 1.{r, -} relationship when m = 2:
{r, youty, iy, 1. (22)

(22) implies that some native keys generated from the
transactions p and p’ separately by KDM are missing from
those generated jointly from both transactions. Losing track
of these missing native keys might lead to privacy violation
based on DU,, that we will discuss next section. Note that (22)
is not a selection requirement for DSI/privacy, but the direct
result from using KDM, as depicted by the following scenario
(also shown in Figure 6.)

Suppose node g has two parents, ¢, € {YAF}’ g e {YAP,}, but
aelY, ), qe{Y, ). qe{Y, } because one parent ¢ is not
available. Similarly, ¢ ¢ {YAF,}because another parent ¢,is not
available. However, ge ¥, } because both parents are

4

available when both transactions of p and p’ are considered.
One can extend (22) to consider m nodes, p;, ... , P
based on similar argument:
o, dety, ) (23)
Figure 4 and Table 1 further elaborate the above
example, which takes the KDM inputs {N,}={k, .k, } ,

(N =1k, .k} {V,)={K_} and {v,}={Kk,} to compute
{A}=1{k, .k, .k, .k, } and {A }={(k, .k, .k, .k, } . Comparing
with {A
(A, =1k, sk, ), le, g =qs from the above example.

'}, {A,}u{A )} has one element, kqg, missing from

p.p

6. Tradeoff between DSI and Privacy: An
Example

It is relatively easy to satisfy DSI, but it is much more
difficult to preserve privacy because one must guarantee that
the bank cannot decipher U from any collection of spent
tokens when DSI is not violated. A primary concern is due to
the inequality in (23). In tree-based scheme, this inequality
holds, because no two nodes share a common child in tree.
Any non-root tree node has one, and only one, parent to
compute its native key. Therefore, the scenario depicted in
Figure 6 for this inequality cannot happen, which requires g
to have multiple parents. However, for the hypercube-based
scheme, shared-nodes can exist between different spending
instances. It is necessary for the hypercube-based scheme to
track the available native keys in {4, , }to prevent privacy

leak. One could modify KDM to guarantee this requirement
unconditionally, but doing so will drastically complicate the
structure of KDM.

We propose a privacy leak test (PLT) before a node can
be spent. A node p in G can be spent only if the test is passed.
When p cannot be spent directly, the user can divide p into
its two subcubes to see if spending them would lead to



violation of privacy. A leaf node cannot be spent and become
void if spending it violates privacy.

We use a minimal secret share (MSS) set to illustrate
creation of ({N,}.{V,}.(S,}) that guarantees key verification,
identity validation and DSI. Here, ({N,}.{V,}.{S,}) under the
MSS setting are summarized as follows:

¥, 1=tp} 24
(¥, 1=(g:D(p.9) =0, p # q.dim(p) =dim(g)} > (23
%, 1={p}- (26)

Among the above inter-dependent sets, we first choose
(24) to be the minimal set, which is sufficient support DSI,
based on DU;,, when same-node double spending occurs.
Moreover, this choice is sufficient to prevent privacy leak,
when only DU, is considered. However, if DU, is also a
permissible DSI rule, then even (24) alone, which cannot be
further reduced to serve DU, will still lead to privacy leak, as
we will see the examples in Table 3 shortly. Following we
illustrate a privacy leak scenario when (24) is not chosen to
be minimal. Let p, p’ be two spent nodes without double
spending, ¢ be an unspent node which has zero hypercube
distance with p and p’, respectively. In a hypothetically
defined DsI, if {¥; } must include ¢, and so does {Y,}s then

the bank will be able to decipher U using DU, even when ¢
has not been spent.

Given (24), next we discuss how (25) and (26) are chosen to
support DSI for route/shared-node double spending. (25) is
chosen to be all nodes (except p) that have their resources
overlapped with p at dim(p). p is not included in (25) to
prevent privacy leak using (24) and DU.. p is included in (26)
as a supplement of (25) to give necessary KDM inputs for the
key verification and DSI. As we will show shortly, (25) and
(26) can be used to generate the native keys of all double
spending suspicious nodes (except p) at dimension < dim(p).

When any of the above suspicious nodes, denoted by p’,
is spent, the secret shares of p’ is generated by (24) in the
current transaction. Together with the native key of p’
generated by (25) and (26) in earlier transactions, the offender
identity U can be deciphered based on DU,. Note that the
above scheme only needs to reveal the native keys of doubly
spent nodes whose dimensions are less than or equal to
dim(p). Otherwise, one can interchange the roles of p and p’
from the above scenario for analysis.

To understand how (25) and (26) can be used by KDM to
generate all native keys of the above suspicious nodes, we
first mark all descendant nodes of p, i.e., all route-nodes of p
at dimension < dim(p), and then we mark all unmarked
ancestors of the marked nodes at dimension < dim(p), which
include p itself and the shared-nodes of p. Since (25) and (26)
are the marked nodes at dim(p), so that the native keys of any
marked nodes (except p) at dim(p) are available from (25).
The native keys of other marked nodes can be computed by
KDM because the ancestor searching process in the second

step ensures that any marked node at dimension < dim(p) has
the verification keys of its parents available from other
marked nodes.

Figure 7 depicts an example on how to mark these
double spending suspicious nodes in G;. Suppose node p =
“0xx” is spent. By (24) and (26), {¥; }={¥, }={0xx}. To
evaluate {Y, }, we first mark all descendant of “0xx”, i.e.,
{0x0,00%,0%1,01%x,000,001,010,011} . Then we mark all
unmarked ancestors of these nodes at dimensions lower or
equal to dim(p), i.e., {x00,x01,x10,x11,xx0,0xx,x0x,
x1x,xx1,} . {¥y_} is all marked nodes (except p) at dim(p),
i.e., {xx0,x0x,x1x,xx1,} . We can observe from the figure
that {r, }and {r, } have formed the dependencies that are

necessary and sufficient to compute the keys of all marked
nodes, i.e., the double spending suspects.

‘ e r5,1 Oc v} @ty

xx0 0xx x0x xIx

0x0 00x x00 Ox1 0Ix x01 x10 x11

000 001 010 O11

ez 2

Outputs
Qs Oe vy} QE‘YVL,,’

Figure 7. Example: marking double spending
suspicious nodes in G;

Next, we show a privacy leak scenario. As shown in
Table 3, p,=1x0, p,=0Ix, p,=x01 and p, =000 are four

spent nodes whose resources are not overlapped. Using
koo €N, ), ko€ {N, } and k€ {N,}, we compute their

verification keys by K =%(T,k,) for ge {x00,0x0,00x} .
With these verification keys, the native key of p, =000 can
be computed by k,, = F(K,, I K, I K, 11000) . Knowing
that (x,R,,)e S
using DU,.

U can be deciphered from and (x,R

Py’ 000)

Table 3. Example: spent nodes with privacy leak.

p, =1x0 : {¥, }={x00,11x} p, =x01 : (¥, }={00x1x1}

p, =01x : {¥, }={0x0,x11} | p =000 : {¥, }={000}

[ 000

6.1 Privacy Leak Test

The user can use PLT to test and prevent privacy leak by
DU, before node p is spent, assuming that spending p will not
cause double spending. In this test, each node in G is
initialized to white before any transactions, and it will
become black, gray, red, or remain unchanged after each




transaction. Black color represents the node that has its
verification key unveiled from previous transactions. Red
color represents the node which also has its secret share
unveiled from previous transactions. Gray color represents
the node that has its native key or verification key unveiled
from the current transaction. If PLT attempts to change a red
node to gray, then it returns a positive result. Otherwise, a
negative result is returned.

A node becomes gray when all its parents are not white,
i.e., the verification keys of its parents are available from
current (gray parents) or previous (black or red parents)
transactions to compute the native key of this node using
KDM. If the secret share of this node is also available from
the current or previous (red) transactions, then U can be
deciphered using DU, i.e., privacy leak. The pseudo code of
PLT is depicted in Figure 8.

1.PLT(p, G){

2. if (all parents of p are not white) { return TRUE; }
3. turn all white nodes in {¥,, yuly, }to gray;

4. for (all node g at dim(i), i = dim(p) - 1; i > 0; i--)

5. if (all parents of g are not white) {

6 if (g is white) { turn ¢ in gray ; }

7 if (gisred) {

8 turn all gray nodes to white;

9. resume color of p;

10. return TRUE; } }

11. turn all gray nodes to black and then turn p to red;
12. return FALSE; }

Figure 8. Pseudo code of PLT.

Since p has to give its secret share in the current
transaction, Line 2 only needs to test if all parents of p are
not white, i.e., the native key of p can be computed. Line 2
terminates its execution if the result is positive. Otherwise,
Lines 3-10 continue to test if the transaction of p can give
additional keys to compute the native key of node g, whose
secret share has been unveiled from earlier transactions.

Line 3 updates the key information available from the
transaction of p, by changing all white nodes in {¥y }U{¥, } to
gray. Since the keys of these nodes can only be used to
compute the native keys and verification keys of nodes at
lower dimensions, Line 4 considers node ¢ at dimension
lower than that of p only. If all parents of g are not white in
Line 5, then the native key and verification key of g can be
computed. Line 6 records this new key information by
changing ¢ from white to gray, if it is not recorded as black
or red before. The gray nodes, together with the red and
black nodes colored from previous transactions, will be used
to update the colors of lower dimension nodes in the current
transaction.

However, if ¢ is originally red, then the secret share of ¢
has been unveiled before. Together with the native key of g
just computed, we can conclude that privacy leak exists.
Since p cannot be spent, Lines 8-9 resume the gray nodes to

white, p to its original color (black or white), and then returns
positive result of PLT. If no positive result is given after
checking all g, then p can be spent without privacy leak.
Before returning the negative result in Line 12, Line 11
updates the key and the secret share information by changing
all gray nodes to black and p to red. These update colors of
nodes will be used by PLT in next transaction.

It is possible that all subcubes of p and all subcubes that
contain p have positive results on PLT. In this case, p
becomes void and cannot be utilized. For example, in Table
3, all ancestors p; =000, iL.e., {xxX,0xx,x0%,xx0,00%,0x0,
=00} are double spending suspects of p, =1x0, p» =01x, Or
p3 = x01, while p, itself cannot be spent due to the privacy
leak as we have shown before.

7. Conclusion

In this paper, we presented a hypercube-based divisibility
management framework for e-cash algorithms. Based on the
analysis of hypercube dependency graph, we determined the
necessary and sufficient conditions in choosing proper sets of
keys and secret shares, so that the spent tokens generated by
these sets can satisfy the inter-locked security requirements,
authentication, privacy and DSI, at the same time.

We proposed the solution to solve the shared-node DSI
problem, in addition to the traditional same-node and route-
node DSI problems. Shared-node double spending can occur
when more freedom is granted to the user to partition
resources in different spendable combinations. Such freedom
is important to distributed resource management, such as the
allocations of address spaces, CPU cycles, processor clusters,
file spaces, efc., but it cannot be addressed by the tree-based
models. To effectively support the DSI system, our solution
ensures authenticity of the spent tokens, which guarantees
that a valid secret share is included for deciphering of the
user identity of offender when any type of double spending
occurs.

Privacy preservation is another critical issue associated
with DSI guarantee. We show that when the resource pool is
allowed to be spent in arbitrary partitions, privacy leak can
occurs if shared-node DSI must be in place. This problem is
solved by using our analysis technique to detect and prevent
privacy leak before a particular resource partition can be
spent. A resource becomes void if it cannot be spent by any
combinations. It is easy to create a protocol for the user to
turn in unused/unusable portion of the token to the bank for
refund. Due to the space limitations, we will complete this
portion of analysis in follow up work.
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Appendix: An implementation example using
Ferguson’s E-coin

Public parameters in Ferguson’s implementation:

n RSA modulus of the bank
v RSA public key of the bank, which is a large prime
p Large prime, where p - 1 is a multiple of n

8o &» 8. Elements of large orders in the multiplicative group of Z

hb,hc
f(.)

Elements of orders n in the multiplicative group of zZ,

One-way function mapping fromZ, to Z,

Symbols in our scheme versus Ferguson’s implementation:

T = (a,b,c), where a,b,ce Z,

v v

O«.u)=(D,E), where D = (¢“B)" E = (cA)"",
A= agf(a)’ B= bgghb)’ C= Cgf(hc)

a c

Orv,)=hash(A,B,C,(v,})" .

Y

. k([
(T kg) —>(Kq),where[(q A,

Z:(T,U,o x,kq)—)(Rq,Wq),where

(r.uy’

© -k,
R, =Ux+k,W, =D'E

]

: (T, x,(R,,W),K ) —> (TRUE, FALSE) ,

TRUE if W, =C"B'K, , FALSE otherwise.
{N,}.{V,}.{S,}: based on (14) - 21).



