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Abstract 
 

In this paper we propose an accountability management framework for resource sharing in peer-to-peer (P2P) 
distributed computing systems. On the basis of a generalized e-coin paradigm, we developed the management 
framework based on the distribution of resource credit/policy, exchange of service and service evidences, and 
accountability management. A tree topology is assumed for the distribution of resource credit and policies, so that 
P2P parties can have an absolute reference of the credential of principals, and make the system scalable. Common 
resource management operations involving splitting, merging and the propagation of system attributes (such as the 
ownership of the resources) are bound to the resource credit to become resource evidence after the services are 
rendered. We propose three e-coin binding techniques for those resource delegation scenarios, so that the credit 
policy (distributed by the credential authority), the resource attribute (sent from the provider) and the resource order 
(acknowledged from the consumer) can be cryptographically tied with the warrant, the response and the challenge 
respectively in the e-coin for the generation of the anonymous evidence on the delegation events. 
 
Index terms – peer-to-peer computing, accountable resource sharing, e-coin, attribute binding.12 
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1. INTRODUCTION 
Resource management schemes can be largely divided 

into centralized, hierarchical, decentralized and hybrid 
systems [1]. A centralized management system uses one 
central authority to manage all resources, like the domain 
controller in a Windows domain. The best known 
hierarchical system is the Domain Name Service (DNS) 
[2], where the naming authority descends from the root 
name-servers to the lower level servers. GRID 
Computing [3] is a decentralized computing 
infrastructure to provide uniform access of shared 
resource. Because local domains usually have central 
servers to manage local resources, the hybrid scheme is 
used for inter-domain resource sharing.  

Classical distributed computing systems are mostly 
based on a hierarchical administrative architecture, in 
which a system principal, such as a user or a computer, 
accesses the system resources based on a prior assigned 
quota and access privileges. Hierarchical resource 
management is necessary for many critical reasons. Yet it 
imposes significant burden on users in different 
administrative domains trying to share their resources. 
Exceptions for access rules will need to be made for 
those users, e.g., opening certain ports for certain 
protocols, special access permissions for certain external 
users from certain remote hosts, etc. The increasing 
number of exceptions would eventually create significant 
security hazards, or set an upper bound on the level of 
P2P resource sharing activities that a system can 
accommodate. 

[4] pointed out the importance of access control and 
accountability in the distributed resource management 
system.  [5] proposed an auditing scheme to enforce fair 
resource sharing in peer-to-peer systems using digital 
signatures [6] as the evidence. GridBank [7] is proposed 
to provide the accounting ability to GRID computing. 
Public-key cryptography and various electronic cash 
related concepts are employed to meet certain policies. 
The e-cash properties cited in [8], such as the security, 
privacy, off-line operations, transferability, divisibility, 
etc. are also very useful for distributed resource 
management. Although some distributed resource 
management systems claimed the use of electronic cash 
as the accounting tool for fair exchange, only few of 
them follow the formal e-cash framework [8] for system 
designs. [9][10] proposed the solution mapping from the 
double-spending problem in e-cash literature to the 
detection of the mobile agent cloning problem based on 
these properties.  An e-cash crypto system can be used as 
an accounting tool in a distributed system because it is 
essentially the kind of signatures that have the one-time 
anonymous proxy signature delegation property [9]. That 
is, when a user receives a coin signed by a bank, the user 
can sign/spend the coin one time without revealing the 

user identity in the signed coin. Any further signing of 
the coin will expose the identity of the user. In this paper, 
we adopt the generalized techniques and notations of [9], 
which generalizes many existing e-cash systems [11]-[17] 
into a single common framework.  

P2P resource sharing is more flexible than its 
hierarchical counterpart. However, it is much more 
difficult to manage the credentials of the P2P nodes 
without any hierarchical structures. To overcome this 
difficulty, in this paper we propose an evidence based 
resource management scheme, so that once the P2P 
nodes receive the resource tokens, which are constructed 
by an e-coin scheme, from their administrators, they can 
directly trade for services without having to rely on other 
conventional resource management infrastructures during 
their operations. The redeeming or transfer of resource 
services is recorded in the evidence chains, which are 
derived from the interactions between the two nodes 
involved in the trading. These evidence chains can be 
systematically examined to detect and identify the P2P 
nodes which violate the resource access policies.   

 
2. GEC (Generalized E-Coin) 

The objective of this paper is to design a scalable and 
flexible management framework for accountable 
resource sharing in a P2P computing environment.  
Before we get into details of the system design, first we 
need to introduce some basic notations of the generalized 
e-coin (GEC) model [9].  Based on our construct, we can 
select any suitable e-coin system to realize specific 
functions and parameters. A GEC model is depicted in 
Figure 1. The identity U of a resource provider is first 
authenticated by the credential authority.  The credential 
authority uses its private key v to conduct a multi-round 
protocol with the provider to create a warrant w and a 
secret k to the provider, where the credential authority 
may or may not have the knowledge on w and k . The 
provider verifies that the resource token =t  ),,( kUw  
satisfies the prescribed relationship )(tg ′ }1,0{→  using 
the public key v of the credential authority.  
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Figure 1. A GEC model without any binding. 
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The warrant is a system attribute signed by the 
credential authority that can be verified by anyone for its 
authenticity. The resource provider sends the warrant 
w to the consumer. Then the consumer randomly 
generates a challenge x  to the provider. The provider 
computes the response r as a prescribed relationship 

),,( kUxf and sends r to the consumer. The consumer 
verifies that the evidence piece e satisfies the prescribed 
relationship }1,0{)( →′ ef , where ),,( rxwe = , using the 
public key v  of the credential authority. 

The verification function )(ef ′  can be true only if two 
security criteria can be met: (1) Legitimacy of the 
resource token: only the credential authority with the 
correct private key v can create a valid resource token; (2) 
Ownership of the resource token: only the peer with the 
correct secret k and the identity U of the warrant w can 
create the valid evidence piece e . These two security 
criteria imply that the provider is an authorized peer to 
generate the evidence. Whenever necessary, a resource 
consumer can submit its evidence piece to the credential 
authority for verification. 

The construction process of resource token and 
resource evidence can be viewed as a one-time 
anonymous proxy signature delegation process. The 
credential authority is the original signer of the warrant 
w .  The provider U is the proxy signer on behalf of the 
credential authority, signing w with the secret 
k delegated by the credential authority.  The consumer is 
the verifier of the proxy signature (evidence) e using the 
public key v of the credential authority. It is infeasible to 
impersonate the proxy signer without the secret k of the 
proxy signer, to forge a legitimate delegation t  without 
the private key v of the credential authority, nor to forge 
e without the private key v of the credential authority. 

The GEC system has the one-time anonymity for its 
signature. That is, if the warrant w is signed once only, it 
is infeasible to reveal U  from e . However, given two 
proxy signatures ),,( rxwe = and ),,( rxwe ′′=′  of the 
same warrant w , one can uniquely identify U  from the 
two distinct challenge-response pairs ),( rx and ),( rx ′′ . 
Based on the properties of one-time anonymous proxy 
signature delegation, the evidence owner cannot be 
identified unless a double-commitment for resource 
access delegation occurs.  

 
3. System Model 

On the basis of the GEC paradigm [9], we develop a 
P2P resource management framework based on the 
system architecture depicted in Figure 2. Details of the 
major system operations will be presented shortly after 
we first define the key notations of system elements. We 
note that in this paper we are primarily concerned with 

the exchanges of the resource access rights (RAR) 
between the peer nodes. The actual redemption of the 
RAR by a node to access the resources is not explicitly 
discussed.  

For scalability, we adopt a hierarchical architecture for 
the credential authority nodes, which are responsible for 
the initial authentication and authorization of the P2P 
nodes to participate in the resource sharing.  They are 
considered to be responsible for the detection of 
fraudulent events in this work. The resource token is used 
as the credential for the nodes to process the delegation 
of RAR from the resource provider to the resource 
consumer, i.e., the generation of the evidence piece and 
the evidence chain. An evidence piece is a one-step RAR 
delegation proof generated by the resource provider (with 
its resource token) to its consumer, which constitutes the 
tail of the consumer’s evidence chains.  An evidence 
chain is the collection of the current piece plus any 
previous evidence pieces starting from the head(s) (of the 
evidence chains) to the current node. The evidence chain 
carries resource management information, such as 
policies, credit amounts, shared resources, and evidence 
on the propagation path of the resource token, etc.   

 
Definition 1: A resource token is a triple ),,( kUwt = , 

where w is the warrant, U is the user identity of the 
token owner, and k is the user secret of the token 

 
Definition 2: An evidence piece is a triple ),,( rxwe = , 

where w  is the warrant from a resource token, x is the 
user challenge from the consumer, and r is the response 
from the provider.   

 
We note that there exists a subtle difference between 

the semantics of the conventional e-coins and the 
resource token/evidence. In the conventional e-coins, the 
consumer gives the coin to the service provider to 
redeem the service or the goods.  On the other hand, in 
our system resource token is used for the evidence 
generation (designed from the e-coin construct) to prove 
that the resource provider is authorized to delegate the 
RAR to the consumer.  As one can see from the example 
of r-binding depicted in Figure 9, the direction of 
sending resource attributeΩ is the same as sending the 
evidence piece e .   

After a node receives a resource token and the credit 
policy it can delegate its resource credit to other nodes 
without the participation of the third party. The credit 
policy sets constraints on the resource access and its 
delegation using the associating resource token 
controlled by the credential authority. The resource 
provider and its resource consumer directly generate the 
evidence piece of the delegation.  
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Figure 2. The system architecture of the accountable P2P resource sharing scheme. 

 

Definition 3: A delegation parameter is a triple 
),,( ΦΩ= ξd , where ξ is the credit policy associated with 

the resource token, Ω  is the resource attribute from the 
provider, Φ is the resource order from the consumer 
during the delegation process. 

 
A resource token t  associated with the credit policyξ is 

legitimate if it satisfies the token function 1),( =′ ξtg . An 
evidence piece e  with delegation parameter d is 
legitimate if it satisfies the evidence function 1),( =′ def . 

 
Definition 4: The delegation of the RAR from node X 

to node Y generates a legitimate evidence piece e from 
the triple ),,( dxt , where t  is the resource token of X, 
x the user challenge from Y, and d  the delegation 
parameter between X and Y. The new evidence piece 
needs to be attached to the evidence chain from X to form 
a new evidence chain in Y, if the delegation is related to 
the evidence chain mentioned above.   

 
Once a piece of  the RAR is delegated from node X to 

node Y, X can no longer use the delegated resource token 
to perform any RAR processing functions, unless the 
resource token is based on a type of divisible e-coin. 
Violation of the rule will subject X to public exposure by 
the fraud detection system (of the credential authority.)  
After the delegation is completed, Y can  further delegate 
the RAR to another node Z, subject to the same delegation 
rules mentioned earlier.   Node Y is called a credit relay 
and this operation is called the propagation of evidence.  

Unless the service providers offended the single-
spending rule, the evidence chain will remain anonymous, 
meaning that identities of the honest relays cannot be 
decoded from the evidence. It is also important to 
maintain the integrity of the evidence chain over a series 
of delegations using the public information of the 
credential authority independent of the relays. 

After a certain amount of the resource credit is 
authorized to a node, the node should have the ability to 
divide the resource into smaller pieces for further 
operations (access, delegation, etc.) Each share of the split 
credit is marked by an encoded resource index to depict 
its relationship with the original evidence.  This operation 
is called the splitting of resource evidence. Reversely, one 
must have the ability to merge the smaller pieces of e-
coins back to an equivalent amount of credit carried by 
one single e-coin, called the merging of resource evidence. 

The delegation is invalid if the resource provider 
violates the policy constraints, and the consumer may 
reject the evidence.  If a traceable coin is used, the 
consumer may submit the evidence for the invalid 
delegation for investigation and reveal the identity of the 
provider if necessary.   

When an evidence piece is being passed between the 
nodes, an evidence chain over a series of delegations will 
be formed across the nodes that have processed the 
evidence. Since only nodes with the correct secret 
knowledge of the resource token can generate the 
evidence piece, the records inside the evidence chain are 
non-deniable. When the evidence chains are collected, the 
credential authority can verify the fraudulent events 
occurred during the resource access or its delegation 
process.   

An evidence chain ie~  generated from a resource 
provider X that uses N previous evidence chains 

Nii ee ,11,1
~,,~

−− L  to a resource consumer Y is the collection 
of the new evidence piece for the current delegation, plus 
the evidence chains of X generated from the previous 
delegations. The generation of the evidence chain can be 
defined by using an evidence chain generator E ,  
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where mie ,1− , for Nm ,,1K= , are the evidence pieces that 
X received from the previous delegations, mid ,1− are the 
corresponding delegation parameter, and j is a binary 
encoding called the resource index. 

The specific form of the function E is determined by the 
nature of the e-coin system being used for implementation. 
While the resource token and resource evidence can 
prevent unauthorized access of the resource, it is difficult 
to prevent the duplication of the resource token for 
unauthorized resource access or credit delegation.  We 
call it double-commitment if the shares of resource access 
or delegation committed by a peer exceed the total shares 
in its authorized possessions. In this work, we focus on 
the after-the-fact detection mechanism of the double- 
commitment events. 

Now we discuss the example illustrated in Figure 2. 
Credential authorities 1U , 2U , 4U  first distributed the 
resource tokens to every peer node. Then the user node 

3U  delegated a complete share of the RAR, which was 
marked by a resource index “0”, to 7U , and the delegation 
between them produced one single piece of evidence, i.e.,  
the evidence chain in 7U has one single evidence piece. 
Then 7U split (denoted by 2ℜ ) the received RAR (from 

3U  ) into three pieces, indexed by “00” (1/2 share), “010” 
(1/4 share) and “011” (1/4 share), and delegated them to 

9U , 8U and 6U .  The share marked by “011” was further 
propagated from 6U to 5U  (at 1ℜ ), 5U to 9U . The share 
marked by “010” was propagated from 8U to 9U . The 
evidence chain size increases by one for each delegation, 
to include the embedded user identity of the credit. 3ℜ  
denotes a merging operation in 9U  where multiple 
evidence chains  marked by “00, 010, 011,” were merged 
into a single evidence chain to 10U  , which represents the 
delegation of the original full share of resource access, 
with resource index “0.”   Although the evidence chains in 

7U and 10U  both represent the same RAR and resource 
index, the evidence chain in 7U carries the encrypted 
identity of 3U only, while the evidence chain in 10U  
carries identities of 5U to 9U . 

 
4. RESOURCE ACCESS EVIDENCE 

Three different roles exist in an evidence based 
resource management system with respect to any piece of 
resource token and resource evidence: the credential 
authority, the resource provider and the resource 
consumer. The resource token creation and the evidence 
verification can be done by one single entity or multiple 
ones. Three basic operations among them include the 
distribution of resource token and credit policy, the 
delegation of resource access, and the collection/ 
processing of the evidence. 

For a node to work as a resource provider, it must be 
authenticated and authorized by the credential authority to 
receive a number of resource tokens and their associating 
credit policies to engage in the resource sharing with other 
nodes. The credit policy of a resource token specifies the 
constraints on the resource access and delegation under 
the credential authority.  Within the policy constraints, a 
node has the rights to access the selected resource, and to 
delegate this selected resource with suitable resource 
token in its possessions. 

It takes a three-way handshaking message exchange to 
execute an RAR delegation.  In the first phase, the 
resource provider sends a policy proposal (PP) to the 
resource consumer to show its intention to delegate its 
resource access.  In the second phase, the resource 
consumer acknowledges the resource provider by sending 
back a resource order (RO).   In the third phase, the 
resource provider delegates the RAR to the resource 
consumer by generating the resource evidence (RE) using 
the resource token and RO.  After receiving the resource 
evidence, the resource consumer can delegate the received 
RAR, or submit the evidence to the credential authority 
for fraud detection. The three different line styles used in 
Figure 3 for the three types of operations will be used in 
the subsequent discussion the same way as above.  

 

Resource
Provider

Resource
Consumer

Evidence
Collection

ResourceToken
& Credit Policy

Distribution

Resource and Evidence (RE)

Creation Verification

Credential Authority

Resource Token Resource Evidence

Resource Order (RO)
Policy Proposal (PP)

),,( kUwt = ),,( rxwe =
 

Figure 3. Basic operations of nodes. 

 
Only the resource token owner has enough secret 

knowledge to generate the evidence piece with the 
resource token. So no node can impersonate others to 
create the evidence.  Because of the prior authentication 
between the resource provider and the credential authority 
when the resource token is created, we can verify from the 
evidence that the resource consumer is an authorized user 
under the associating credit policy. The evidence needs to 
be distinguishable even after it is delegated multiple times. 
By using the consumer specific RO one can generate the 
distinct evidence pieces even when the same RAR is 
delegated several times.    

On the basis of the GEC paradigm, which generalizes 
many existing e-cash systems into a single common 
framework, we develop the resource token and resource 
evidence. The basic construct of the evidence piece and 
the evidence chain is depicted in Figure 4.  
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Figure 4.  Evidence piece and evidence chain construction                        

through e-coin binding. 

 
The resource token is composed of a warrant, a user 

identity and a secret from the credential authority.  
Through the zero-knowledge proof [21] of the e-coin 
system, the resource token is transformed to an evidence 
piece composed of a warrant (from the credential 
authority), a challenge (from the consumer) and a 
response (from the provider).   

We can verify from the evidence piece that an 
authorized but encrypted user identity is embedded into 
this warrant-challenge-response component using the 
public information of the credential authority. 

Each evidence piece represents an unforgeable 
relationship between the encrypted identity U of the 
resource provider, the credit policy ξ associated with the 
resource token, the resource attribute Ω from the provider 
and the resource order Φ from the consumer, in a single 
delegation process. The cryptographic linkage is 
important to ensure the integrity of the delegation history 
inside the evidence chain.  

Referring to Figure 5, which depicts an evidence chain 
propagation scenario, we denote an evidence chain 
generated from AU to BU  as  )),,~((~

BABAAB deeEe →→←     
where )(⋅E is a one-way evidence chain generator , Ae~ is 
the last evidence chain that the provider AU  received 
from the last delegation, BAe → is the evidence piece 
generated between A and B, BAd → is the corresponding 
delegation parameter of BAe → , and j is the resource 
index. If AU is the first provider in the chain, then φ←Ae~ . 
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Figure 5. Evidence chain generation under                                                 

the resource evidence propagation operation. 

 
The resource index j is a binary encoding of the shares 

of the resource access. A complete share of the resource 
access is denoted by “0.” Each subsequent bit represents 
subdivision of the share by half. The resource index is 
useful in splitting operation to distinguish the size and 
location of the shares. Figure 6 depicts the splitting of the 
evidence chain. The graph at the left hand side of Figure 6 
depicts the splitting of a resource block into multiple sub-
blocks, where each bit represents a “divide by 2” 
operation, and the graphs at the right hand side depict the 
corresponding evidence chains.  
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 Figure 6. Evidence chain generation under                                                 
the resource evidence splitting operation. 

 
For N evidence chains to combine into a single 

evidence chain in the merging operation, the first 
parameter is represented by an N-row matrix, as shown in 
Figure 7. 
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Figure 7. Evidence chain generation under the resource merging operation. 

 
5.  EVIDENCE BASED P2P RESOURCE ACCESS 

In this section, we show how to construct the P2P 
resource access evidence based on the GEC model.  Later, 
we will show how to select suitable existing e-coin 
systems, such as [12][13] to  implement our scheme. 
Essentially an e-coin is a binary string with a special 
signature of a certain denomination. Existing e-coin 
schemes only provide the mechanisms to verify the 
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authenticity of the encrypted identities.  The events that 
different entities contribute to the resource attributes, 
credit policy and the resource order contributed in the 
delegation process cannot be reflected.  To overcome 
these problems, we propose three attribute binding 
techniques of GEC for different resource delegation 
scenarios, so that the credit policy (distributed by the 
credential authority), the resource attribute (sent from the 
provider) and the RO (acknowledged from the consumer) 
can be cryptographically tied with the warrant, the 
response and the challenge respectively in the e-coin for 
the generation of the anonymous evidence on the 
delegation events. 

5.1 w-Binding 
The basic idea of w-binding, see Figure 8, is to modify 

)(tg ′ to ),( ξtg ′  in the GEC model, where ξ  is the credit 
policy enforced by the credential authority. For this 
change, it is necessary to modify the verification 
function )(ef ′ to ),( ξef ′ . Although the secret k  may also 
be modified, we call it w-binding because only w  is 
explicitly transfered from the provider to the consumer.  
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Figure 8. w-binding of the credit policyξ from the credential authority. 

The w-binding is a static binding technique used by the 
credential authority to grant the resource provider a credit 
policy embedded into the resource token. It also 
represents the indirect control of the credential authority 
that restricts the provider’s behavior on the resource 
access and its delegation.   We categorize w-binding as a 
static technique because the binding item is fixed at the 
resource token creation time.  

We can generally take either an external or internal 
construction approach for the transformation according to 
the GEC model, among other variations for the particular 
e-coin systems. In the external construct approach, we 
first follow the conventional way to construct the warrant 
w . Then the credential authority additionally gives a 
signature ),( ξ ′wsign , where 'ξ is a credit policy.  The new 
credit policy in the w-binding is essentially a signature 
pair )),(,( ξξξ ′′= wsign  [11]. For the internal construct 

approach, the credit policyξ is directly incorporated into 
the warrant w  or the secret k .  

Certain public parameters or hash values are required to 
attach the credit policyξ  to the resource token. The two 
potential solution approaches, public redundancy and 
hash redundancy have been commonly used for providing 
the one-way feature for certain secure constructs, such as 
prevention of forging the token. The public redundancy 
approach refers to using of a public parameter, such as the 
public generator of the discrete log. Suppose ξ̂  is a 
suitable public parameter used in both f ′ and g ′ . Our 
goal is to use a suitable one-way mapping g  to transform 
the credit policy ξ  to the domain of ξ̂ , where  ξ̂  is a 
piece of derived knowledge fromξ . The policy holder can 
compute ξ̂  from the transfer policy ξ  during the RAR 
delegation process.   

The basic idea of hash redundancy is to embed 
additional information of the credit policy into the hash 
value without compromising the original properties.  
Suppose ξ̂  is some parameter to construct ( w , k ), while 

)ˆ(ξhash  is the hash value used in both prescribed 
relationships f ′ and g ′ , we would replace )ˆ(ξhash by 

)),ˆ(( ξξghash  where g is a suitable one-way function 
without increasing the collision probability of )ˆ(ξhash . 
This way we make ξ an integrated element in the 
processes of resource token construction and evidence 
verification.   

Under normal conditions, the identity of an honest 
resource provider can be concealed in the evidence.  We 
note that certain level of traceability of the resource 
evidence may be desirable for resource management.  If a 
credit policy is shared by a group, then the credential 
authority can not trace individuals within the group.  On 
the other hand, if full untraceability of resource is needed, 
one can use blind signature in the external construction 
approach to achieve this goal.  In this case, the credential 
authority is knowledge-free from the credit policy. We 
will show later how this zero-knowledge w-binding can 
combine with r-binding to manage the evidence splitting 
operations. 

5.2 r-Binding 
The resource token helps the provider to generate the 

resource evidence to prove that it is an authentic user, 
authorized by the credential authority to delegate the RAR, 
while keeping the user incognito.  r-binding is considered 
a dynamic binding scheme, because it can be performed 
by a resource provider to select the resource attribute to 
be bound with an evidence piece after it has been issued 
by the credential authority.  
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The r-binding protocol is depicted in Figure 9. 
Although r-binding allows a resource provider to select 
the resource attributes for the binding, its choices are still 
subject to other constraints defined in w-binding and x-
binding, making it possible to define the global and the 
local resource policies within one single resource 
evidence. 

Resource
Provider

Resourcer
Consumer

1)(
?
=′ tg

w
x

),,,(, Ω←Ω kUxfr

Ω,et

1),(
?
=Ω′ ef

>< v

>< v >< v

Creation Verification
>< v

Credential Authority

PP:

RO:

RE:

 

Figure 9. r-binding of the resource attributeΩ  from the resource provider. 

 
As the RAR is delegated, its generated evidence 

represents the commitment of the resource provider to 
give the RAR to the resource consumer.  One cannot 
impersonate the commitment to without knowing the 
secret of the resource token.  The r-binding is unforgeable 
without the secret knowledge of the credential authority.   
Since the credential authority does not participate in both 
the RAR delegation and r-binding processes, it is suitable 
for decentralized resource management. 

The basic idea of r-binding is to replace ),,( kUxfr =  
in GEC by ),,,( Ω= kUxfr , and hence the name r-
binding. Accordingly, the verification function )(ef ′  
needs to be changed to ),( Ω′ ef , see Figure 9. In some 
cases, a derivative of Ω  may be used in the binding and 
the verification processes. 

One possible approach for r-binding is to replace the 
random challenge x in the GEC model by ),( Ωxhash . 
This is a plausible approach because x can be any random 
string by its nature.  We replace x with ),( Ωxhash  which 
is also random in nature, but cryptographically tied 
with Ω . The response function becomes 

),),,(( kUxhashfr Ω=  and the verification becomes 
)),,(,( rxhashwf Ω′ . Other ways are possible in specific 

schemes such as [12][13].  
 

5.3 x-Binding 
Similar to the operations of w-binding, which is 

controlled by the credential authority, and r-binding, 
which is controlled by the resource provider, the x-
binding is a resource attribute binding technique 
controlled by the resource consumer. It is considered a 
dynamic binding technique because such a binding takes 

place after the resource token has been issued by the 
credential authority. Referring to Figure 10, instead of 
randomly generating the challenge x , the resource 
consumer generates the challenge ),( Φ=Φ xhashx to 
incorporate the RO, Φ , into the “challenge” based on the 
GEC model, hence the name of x-binding.  We use 

),,( rxwe ΦΦ =   to denote the evidence piece in this 
scheme. 

Resource
Provider

Resource
Consumer

1)(
?
=′ tg

w
),( Φ←Φ xhashx

r

Φet

1)(
?
=′ Φef

>< v

>< v >< v

Creation Verifcation >< v

Credential Authority

PP:

RO:

RE:

 

Figure 10. x-binding of the resource orderΦ  from the resource consumer. 

 
Similar to r-binding, x-binding allows the resource 

consumer to choose the entity to be bound with x. 
However, unlike the w-binding and r-binding, Φ is not 
necessary to be explicitly transfered through the network 
because the resource consumer has enough information 
for the verification.  In many cases, x-binding does not 
have the instant implication on the current delegation 
when it works alone.  But it may control the subsequent 
delegation when a series of x-binding and r-binding are 
used in an evidence chain. We will further elaborate the 
application of x-binding for multiple delegations later.   
 

6. DOUBLE-COMMITMENT DETECTION 
In this section, we discuss the generation process of 

evidence chain under propagation, splitting and merging 
of resource credits, without the on-line involvement of the 
credential authority, i.e., the P2P resource sharing.  Our 
goal is to (1) ensure the integrity of the evidence chain, (2) 
maintain the privacy of the lawful credit operations in the 
evidence chain, and (3) identify the culprit of double- 
commitment from the evidence chain after the fact. Our 
techniques are derived from the generalized transferable 
e-coin [9] and the generalized divisible e-coin [11] 
respectively.  A similar technique is used for the merging 
operation using a self-delegation.  The “zero value coin” 
in [9] is equivalent to the resource token. We show that 
the above techniques in [9][11] implicitly employ the w-
binding and the x-binding to restrict the behavior of the r-
binding in the three operations.   
 

6.1 Evidence Chain Propagation 
For evidence chain propagation, we assume that a 

resource provider has gathered enough resource tokens 
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from the credential authority. Our goal is to uniquely 
identify double-commitment offenders while a series of x- 
and r-bindings occurred during the evidence chain 
delegation that is originated from one particular resource 
token. This is primarily achieved by the fact that the 
double-commitment along the evidence chain will leave 
non-forgeable, distinct challenge-response pairs of the 
same warrant in the evidence pieces. The identity of the 
resource token owner can be identified by using the 
double-spending detection mechanism of the employed e-
coin systems.   

Figure 11 depicts the details of the evidence chain 
propagation operations. For the example shown in Figure 
11, 1−iU is the (i-1)-th peer delegated to access the 
resource, and it is to pass the rights to iU . The resource 
token  ),,( 1111 −−−− = iiii kUwt  is used by 1−iU  to receive the 
evidence chain 1

~
−ie  to prove its authorized access from the 

last delegation.    

111 ,,~
−−− iii we ξ

),(1 iii whashx Φ←−

),,,(, 111111 −−−−−− Ω←Ω iiiiii kUxfr

iii we ξ,,~

),( 11 ++ Φ← iii whashx

),,,(, iiiiii kUxfr Ω←Ω

iiiii kUwt ξ),,,(=

),( 11

?

++ Φ= jjj whashx
1),,,,(

?
=Φ′ jjjjj rxwf ξ

},,~{~
111 −−−← iiii deee

),,( 111 iiiid ΦΩ← −−− ξ
),,( 1111 −−−− ← iiii rxwe

1,,1 −= ij L

Verify evidence chain legitimacy New evidence chain generation

PPi-1: PPi:

ROi-1:

REi-1:

ROi:

REi:

11111 ),,,( −−−−− = iiiii kUwt ξ 11111 ),,,( +++++ = iiiii kUwt ξ

=
1

~
−ie ie

1−iU iU 1+iUL
ie~1

~
−ie 1−ie

1−id

= 1
~
+ie ie~

id

Figure 11.   Evidence chain generation from 
1

~
−ie , 

ie~  to 
1

~
+ie                          

under the propagation operation. 
 

To delegate the RAR from 1−iU  to iU , 1−iU  sends 1
~

−ie  
to iU . 1−iU  also sends (the warrant) 1−iw  and credit 
policy 1−iξ  of the resource token 1−it  to iU . Then iU  picks 
one of its unused resource tokens ),,( iiii kUwt =  and 
generates the challenge 1−ix  ),( iiwhash Φ=  where iΦ is 
the resource order from iU .  1−iU  responds by 1−ir using 
the secret 1−ik and the challenge 1−ix . Then iU  verifies 
that the linkage between each evidence piece 
satisfies ),( 11 ++ Φ= jjj whashx , and the legitimacy and 
ownership of every evidence piece satisfies 

1),,,,( =Ω′ jjjjj rxwf ξ , where 11 −≤≤ ij .  Finally, the 
new evidence chain is generated in iU : 

),,(,~{~
11111 −−−−− =← iiiiii rxweee , )},,( 111 iiiid ΦΩ= −−− ξ .   

The above constructs guarantee that a node uses the 
same resource token to receive the old evidence chain and 
to generate the new one, which is a crucial security 
requirement for the culprit identification of the double- 
commitment in the evidence chains. 

In the above discussion we assume that the resource 
token of iU  is unused, based on the generalized 
transferable e-coin [9], to prevent the possible 
infringement of credit relay privacy.  Reusable resource 
tokens for specific e-coin schemes [12][13] can be 
employed, without credit relay identity being 
compromised.  

If iU  commits the resource access delegation twice or 
more, it will generate two evidence chains 1

~
+ie  and 1

~
+′ie , 

from which two evidence pieces ),,( iiii rxwe = and 
),,( iiii rxwe ′′=′  with the same warrant but different 

challenge-response pairs will exist.  We can uniquely 
identify iU from these challenge-response pairs, as shown 
in Figure 12. 

φ←1
~e

},,~{~
1112 deee ←

},,~{~
2223 deee ←

},,~{~
111 −−−← iiii deee

}),,,(,~{~
1 iiiiiii drxweee =←+

}),,,(,~{~
1 iiiiiii drxweee ′′′=′←′+

iU

compute

L

L

L

  
Figure 12.  Double-commitment investigation under the propagation operation. 

Similar to other transferable e-coin systems, the size of 
the resource evidence grows with the length of the 
evidence chain [18]. This problem can be remedied by an 
evidence renewal protocol, where the body of the 
evidence chain can be substituted by a signature on the 
head and the tail of the chain.  Details of this technique 
will not be discussed in this paper due to space limit. 

 
6.2 Splitting operation 

The central idea in tracking the splitting of the resource 
credit is to tie the root of a binary credit tree with the 
blindly signed resource token in the external construct of 
the w-binding. Each tree node, whose identity is denoted 
by a secret value, represents certain shares of the resource 
access to be delegated. When the resource provider 
delegates the shares of access represented by the tree node, 
the secret values of its ancestors are exposed.  The w-
binding restricts the provider to select the tree nodes (the 
shares) using r-binding, subject to certain double- 
commitment rules.  If the provider violates the double- 
commitment rules, we can compute the user identity of 
the provider from the exposed secrets and the challenge-
response pairs from the evidence chains. 

A binary credit tree is constructed for t  levels, in which 
each node has two child nodes, where the unique root 
node exists at the top of the tree.  Each node of the tree is 
represented by a secret value, called k-value.  The k-value 
of the root is denoted by 0k . The left child and the right 
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child of a node, which is denoted by jk , is represented by 

0jk and 1jk respectively, where the resource index j  is a 
binary string.  Given two suitable one-way functions 
H and F ′ , the k-values are assigned as follows: 

 
Leaf node assignment:  

)||( jHk j ε= , whereε is the random seed of this binary 
credit tree, and “||” stands for the concatenation of two 
entities. 
 
Non-leaf node assignment:  

))),((||)),((( 10 jjj kwFHkwFHHk ′′=  
 

In the subsequent discussions, the root of the tree is 
referred to as ),( 00 kwFK ′= , unless explicitly specified 
otherwise.  Figure 13 demonstrates an example of the 
binary credit tree construction. 

 

)000||(
000

εH
k =

)001||(
001

εH
k =

)010||(
010

εH
k =

)011||(
011

εH
k =

))),((
||)),(((

001

000

kwFH
kwFHH

′
′

))),((
||)),(((

011

010

kwFH
kwFHH

′
′

))),((
||)),(((

01

000

kwFH
kwFHHk

′
′=),( 00 kwFK ′=

=00k =01k

 
 Figure 13. Binary credit tree construction for the splitting operation. 

 

0K is tied with the warrant w of the resource token 
through blindly signed, external w-binding. The resource 
provider first receives its resource token t as usual. Then 
it blinds the hash value of w and 0K , and sends it to the 
credential authority, which then gives the blind signature 
to the received hash value. The resource provider then 
unblinds the signature as usual. 

Suppose the resource being accessed can be subdivided 
into M shares. Then a node at the i-th level represents the 
portion of 12/ −iM  shares.  The resolution in 
differentiating details of resource sharing is determined by 
the t  value. To avoid the shares being over-split into 
negligible units, we can define the policy by w-binding to 
enforce the minimum unit of share. To delegate the share 
of resource access corresponding to the tree node jk , and 
the warrant w , the resource provider reveals the need-to-
know information to the consumer for computing the tree 
root 0K . The need-to-know information includes:  
 
F-value: ),( jkwF ′  

H-value: )),(( jkwFH ′ if the node jk is a direct offspring 
of an ancestor of the node jk , but not on the route from 
the node jk to the root node. 
 

The need-to-know information actually reveals the k-
values of all ancestors of the node jk .  Figure 14 
illustrates an example to give the need-to-know 
information corresponding to the node 000k . 

)),(( 001kwFH ′

)),(( 01kwFH ′

)(w,kF 000′

00  Compute Compute Kk ⇒

00k

revealed

revealed

revealed

computed

*

  
Figure 14. F-value and H-value revealed for delegation                                  

under the splitting operation. 
 

For the splitting operation, the evidence piece is 
generated as follows: the resource provider first sends the 
warrant w , the corresponding credit policy ξ and tree root 

0K and their signature )),(( 0Kwhashsign to the resource 
consumer. The consumer verifies that )),(( 0Kwhashsign  
is a valid signature from the credential authority and 
generates to the provider a challenge x using the resource 
order Φ .   The provider incorporates the k-value into the 
response r as in the generalized model using the r-binding 
technique.  This k-value is corresponding to the shares of 
access that the provider intends to delegate. The provider 
sends the resource attribute Ω , the response r and the 
resource index j of the corresponding shares to the 
consumer.  The consumer verifies that the response is 
valid with respective to w and r .  The consumer also 
verifies the correct amount of shares by checking the 
number of level to re-construct the root 0K  from the 
need-to-know information. 

The response r  mentioned above should be constructed 
in such a way that, (1) given the k-value, the identity U of 
the provider can be computed from the single 
corresponding challenge-response pair ),( rx , and  (2) 
given ),( rx and ),( rx ′′ of the same warrant w and k-
values, the identity U  can be computed. One possible 
way for such a construction is to replace the role of the 
secret k in the generalized model with some particular 
types of k-values. However, such a replacement must be 
handled with great care not to affect the properties of w , 
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as the secret k is one of the elements to construct 
w during the resource token creation process. 

The resource transfer is doubly committed if the 
traverse path of transfers violates the route node or same 
node rule [8][11][17][19]. The route node rule states that 
if a node is used for delegation, then all ancestors and all 
descendents of this node cannot be used for delegation 
anymore. The same node rule states that no node can be 
used for transfer more than once. 

As shown in Figure 15 (a) , if two nodes on the same 
route are used, then one node should be an ancestor of 
another. Let a node jk denote an ancestor of node ik .  
When ik is used for delegation, its need-to-know 
information should reveal the value of jk . When node 

jk is used for transfer, we have a single challenge-
response pair ),( jj rx .  With ),( jj rx and jk , we can 
compute the identity of the user U  who offends the 
double- commitment rule.   

Figure 15 (b) illustrates the case when a node transfers 
the credit more than once.  Different from the route node 
rule, no extra k-value is revealed for the identity 
computation.  However, we know that the two different 
challenge-response pairs ),( ii rx and ),( jj rx are computed 
from the same k-value as they have the same F-value.  
They can be used for extracting the identity U of the user 
for double-commitment. 

 jk

ii rx ,

jj rx ,

revealed

Compute      fromU jjj krx ,,

ik

jk ii rx ,
jj rx ,

ji kk =

Compute       fromU jjii rxrx ,,,

 
                                         (a)                                              (b) 

Figure 15. Double-commitment rules under the splitting operation:                   
(a) route node rule; (b) same node rule. 

 
The generalized resource evidence transfer and division 

can work in parallel in the resource access delegation.  
The binary credit tree structure can be used for 
constructing the resource token. A share split from a 
provider can be further split by the consumer in the 
subsequent delegation, provided that all the shares add up 
to the original sum.  Again, the key step is to use x-
binding to ensure that the peer uses the same resource 
token to receive and to delegate the rights of resource 
access.  The w-binding and r-binding allow one to choose 
multiple secrets to re-delegate the resource access under 
the double-commitment rules without the user privacy 
being compromised.   
 
 

6.3 Merging operation 
The purpose of merging is to merge multiple evidence 

chains into a single one, so that in the future credit 
transfers that one can use a single evidence piece to 
represent the merged evidence chains. We note that this 
operation does not compress the size of the existing 
evidence chains. Evidence chain merging is done by 
creating a self transfer of the resource evidence chains to 
the node that is merging them, where a single resource 
token of the node is used for generating the same 
challenge for the evidence chains being merged. After the 
transfer, the node uses the newly generated evidence for 
the subsequent delegation. Figure 16 (a) and (b) compare 
the size of the evidence chains with and without merging 
operations. 

),,( 111 −−− iii rxw ),,( 111 +++ iii rxwL

Multiple evidence chains in possession

Size of evidence chain doe not
converge in subsequent transfers

L

),,( 111 −−− ′′′ jjj rxw

),,( 111 −−− ′′′′′′ kkk rxw

),,( iii rxw

),,( jjj rxw ′′′

),,( kkk rxw ′′′′′′

),,( 111 +++ ′′′ jjj rxw

),,( 111 +++ ′′′′′′ kkk rxw

L

)(L

)(L

)(L

 
(a)  

),,( 111 −−− ′′′ jjj rxw
),,( 111 −−− ′′′′′′ kkk rxw

),ˆ,( ii rxw
),ˆ,( jj rxw ′′

),ˆ,( kk rxw ′′′′
),,( rxw

)(ˆ whashx =

Evidence generated by
self-transferred token

Size of evidence chain
converges in

subsequent transfers
),,( 111 −−− iii rxw

L

L

L

)(L )(L

 
(b)  

Figure 16. (a) Evidence chains without merging operation, and                          
(b) evidence chains after merging operation. 

Again, the key step is to use x-binding to enforce the 
user to use the same resource token to receive and to send 
the merged evidence. The double-commitment of the 
merged evidence implies the double-commitment of this 
self-transfered resource token. Moreover, the merged 
evidence can be split again if the resource token is a 
divisible one.   
 

7. EXAMPLE: A FERGUSON E-COIN BASED 
IMPLEMENTATION 

In this section, we demonstrate how to implement our 
scheme based on Ferguson’s single-term off-line coin 
[12][13]. Similar implementations can be developed for 
the variations of Ferguson [10][11][16].  The Ferguson 
scheme assumes that all computations are done modulo n 
(the RSA public modulus) while those involving 
exponents are done modulo v unless otherwise specified. 

By directly mapping the Ferguson’s coin into the GEC 
model, and using its original notations for this section,  
our resource token is essentially a 7-tuple 
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),,,,,,( TSkUcbat = , where cba ,, are the warrant 
numbers, U is the user identity, k is a secret number, and 

TS, are the secret signatures from the credential 
authority. The resource evidence piece is essentially a 6-
tuple ),,,,,( Rrxcbae = , where x is a challenge from the 
resource consumer, while Rr,  are the responses from the 
resource provider.  

The token function }1,0{→′g is to test whether or not 
BCT Uv = , ACS kv = , )(

1
1 afagA = , )(

2
1

b
bhfbgB = , )(

3
1

c
chfcgC = , 

where )/1,( vv  is the RSA public-private key pair of the 
credential authority, cb hhggg ,,,, 321 are some public 
parameters, and 1f is a suitable one-way mapping that can 
be public to all the nodes. The evidence function 1→′f is 
to test whether or not BACR xrv = . The delegation 
function f is to set Uxkr += and TSR x= . 

Double-commitment detection is based on the 
polynomial secret sharing scheme [20], where the two 
different points on the secret sharing line Ukxr += can 
reveal the offender’s identityU . The x- and r-bindings of 
Ferguson’s coin are trivial.  We can include the resource 
attribute Ω and the resource order Φ  by replacing the 
response Uxkr += , TSR x= in the delegation function 
by Ukxhashr +ΦΩ= ),,( , TSR xhash ),,( ΦΩ= . 

The internal w-binding is demonstrated in [10], from 
which the public parameter bh is replaced by phhash

b mod)(ξ , 
where ξ  is the credit policy, and p is a large prime with 

1−p  being a multiple of n . By this construct, the 
parameter bh can be derived by ξ . 

An evidence chain is in the form of 
},,~{~

111 −−−= iiii deee where ),,,,,( 1111111 −−−−−−− = iiiiiii Rrxcbae  
and ),,( 111 iiiid ΦΩ= −−− ξ . The transferable solution in 
[10][16] links the evidence pieces together to form the 
evidence chain in the propagation operation. We define 
the linkage of the evidence pieces in the evidence chain 
can by setting the challenge ),,,( 1111 ++++ Φ= jjjjj cbahashx  
for each j in the evidence chain. If there is a double- 
commitment, we can collect the two evidence chains, with 
the evidence pieces of the same warrant 

),,( jjjj cbaw = but different challenge-response pairs 

),( jj rx and ),( jj rx ′′ , which immediately identify the  
offender jU by interpolation from the secret sharing line. 

The divisible token for splitting operation using 
Ferguson’s coin is shown in [11].  The F-value for binary 
credit tree construction is set to be jk

j AK = where jk is 
the k-value of the node with the resource index j . [11] 
assigns the secret number 1=k and replaces its role by the 
k-value of the delegation node. To tie the root 0K with the 

resource token ),,,,,,( TSkUcbat = , an external w-
binding is perform to yield a blind signature 

vCBAKhash /1
0 ),,,(  from the credential authority. To 

delegate the share of resource access with resource the 
index j , the delegation function is modified to 

jkUxr += , jkx STR = . The evidence function is 
modified to j

xrv KBCR = . On the double-commitment, if 
a peer violates the route node rule with nodes ik and jk , 
then the k-value of the ancestor node jk is exposed when 
node  ik is used for the delegation.  An offender’s identity 
U can be computed from jjj kUxr +=  given the 
challenge-response pair ),( jj rx  in the evidence chain.  If 
the peer violates the same node rule, where the node jk is 
used twice, then the two challenge-response pairs ),( jj rx  
and ),( jj rx ′′  from the evidence chains can be used to 
reveal U  by the interpolation of jjj kUxr += and 

jjj kxUr +′=′ . The technique for merging operation in 
Ferguson’s coin is similar to the one in the propagation.  
We compute ),,,( 1111 ++++ Φ= jjjjj cbahashx as the 
common challenge to generate a single evidence chain 
from multiple evidence chains in possessions.   

 
8. CONCLUSION 

Evidence based resource access is suitable for a P2P 
computing environment, in which the computing nodes 
can use the resource credentials issued by the credential 
authority to exchange and share the computing resources 
with minimal intervention from the credential authority. 
We note that while our solutions are built upon the 
generalized e-coin paradigm, careful analysis of the 
semantics of each and every operation and system 
variable is a non-trivial undertaking. Proper applications 
of the three operational primitives (propagation, splitting 
merging) of the resource evidences can support complex 
resource access delegation scenarios. We demonstrate the 
feasibility of our scheme on the Ferguson’s e-coin system 
to construct an evidence based P2P resource management 
scheme. Similar constructs can be obtained for other e-
coin schemes.  

This paper represents our first step to investigate this 
interesting and important area of P2P resource 
management. Much more can be and should be done in 
the future. For instance, the level of security and privacy 
depends on the specifications of the particular e-coin 
schemes and the resource management applications. 
Further improvement of the evidence chain structures to 
reduce the overhead is a must.  Detection of fraudulent 
incidents with minimal overhead is critical to system 
integrity. These, and many other related issues, are the 
issues to be investigated in the near future. 
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